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QUESTION 1

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization?

config authentication setting
set active-auth-scheme SCHEMEL
end
config authentication rule
sedit WebDroxyRuls
set srcaddr 10.0.1.0/24
set active—auth-method STHEMEZ2
next
end

A. It always authorizes the traffic without requiring authentication.

B. It drops the traffic.

C. It authenticates the traffic using the authentication scheme SCHEME2.
D. It authenticates the traffic using the authentication scheme SCHEMEL.

Correct Answer: D

QUESTION 2

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.)

A. Implement firewall authentication for all users that need access to fortinet.com.

B. Manually install the FortiGate deep inspection certificate as a trusted CA.

C. Configure fortinet.com access to bypass the IPS engine.

D. Configure an SSL-inspection exemption for fortinet.com.

Correct Answer: AD

QUESTION 3
Which two static routes are not maintained in the routing table? (Choose two.)
A. Dynamic routes

B. Policy routes
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C. Named Address routes
D. ISDB routes
Correct Answer: CD

Reference: https://help.fortinet.com/fadc/4-8-0/olh/Content/FortiADC/handbook/routing_static.htm

QUESTION 4

The FSSO collector agent set to advanced access mode for the Windows Active Directory uses which convention?
A. LDAP

B. Windows

C. RSSO

D. NTLM

Correct Answer: A

QUESTION 5

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. Avirtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.

Correct Answer: C
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