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QUESTION 1

Examine the exhibit, which shows the partial output of an IKE real-time debug.

ike 0: comes 172.20.187.114:500->172.
ike 0: IKEvl exchange=Identity Protec len=29¢6
ike 0:4497£0b077c742b5S/0000000000000000:8: responder: main mode get lst message...

ike 0:4497£0b077c742bS/0000000000000000:8: SA proposal chosen, matched gateway Remote

ike 0: found Remote 172.20.186.222 2 -> 172.20.187.114:500

ike O:Remote:8: sent IKE msg (ident_rlsend): 172.20.186.222:500->172.20.187.114:500, len=160
ike 0: comes 172.20.187.114:500->172.20.186.222:500, ifindex=2....

ike O:Remote:8: responder:main mode get 2nd message...

ike O:Remote:8: sent IKE msg (ident_r2send): 172.20.186.222:500->172.20.187.114:500, len=292
ike 0O:Remote:8: ISAFMP SA 4497f0b077c742b5/fbbb5%b259%a0fc3e key 24:DCD1SFBETCFAL3SE2TBO6F
ike 0: comes 172.20.187.114:500->172.20.186.222:500, ifindex=2....

ike 0:Remote:8: responder: main mode get 3rd message...

ike O:Remote:8: PSK authentication succeeded

ike 0O:Remote:8: authentication OK

ike O:Remote:8: established IKE SA 4497£0b077c742b5/fbbb595b25%a0fc3e

Which of the following statement about the output is true?

A. The VPN is configured to use pre-shared key authentication.
B. Extended authentication (XAuth) was successful.

C. Remote is the host name of the remote IPsec peer.

D. Phase 1 went down.

Correct Answer: A

QUESTION 2

Examine this FortiGate configuration:
config system global
set av-failopen pass

end

Examine the output of the following debug command:
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# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAM: 3040 MB

memory used: 2943 MB 97% of total RAM

memory freeable: 92 MB 3% of total RAM

memory used + freeable threshold extreme: 2887 MBE 95% of totzl RAM
memory used threshold red: 2675 MB 88% of total RAM

memory used threshold green: 249%2 MB B2% of total RAM

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection?

A. Itis allowed, but with no inspection

B. It is allowed and inspected as long as the inspection is flow based

C. Itis dropped.

D. It is allowed and inspected, as long as the only inspection required is antivirus.

Correct Answer: A

QUESTION 3

What settings must you configure to ensure FortiGate generates logs for web filter activity on a firewall policy called Full
Access? (Choose two.)

A. Enable Event Logging.

B. Enable a web filter security profile on the Full Access firewall policy.
C. Enable Log Allowed Traffic on the Full Access firewall policy.

D. Enable disk logging.

Correct Answer: BC

QUESTION 4

An administrator is configuring an antivirus profiles on FortiGate and notices that Proxy Options is not listed under
Security Profiles on the GUI. What can cause this issue?

A. FortiGate needs to be switched to NGFW mode.
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B. Proxy options section is hidden by default and needs to be enabled from the Feature Visibility menu.
C. Proxy options are no longer available starting in FortiOS 5.6.
D. FortiGate is in flow-based inspection mode.

Correct Answer: D

QUESTION 5

Which of the following statements are true when using WPAD with the DHCP discovery method? (Choose two.)
A. If the DHCP method fails, browsers will try the DNS method.

B. The browser needs to be preconfigured with the DHCP server\\'s IP address.

C. The browser sends a DHCPINFORM request to the DHCP server.

D. The DHCP server provides the PAC file for download.

Correct Answer: AC
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