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QUESTION 1

HTTP Public Key Pinning (HPKP) can be an obstacle to implementing full SSL inspection. What solutions could resolve
this problem? (Choose two.)

A. Enable Allow Invalid SSL Certificates for the relevant security profile.

B. Change web browsers to one that does not support HPKP.

C. Exempt those web sites that use HPKP from full SSL inspection.

D. Install the CA certificate (that is required to verify the web server certificate) stores of users\\' computers.

Correct Answer: BC

QUESTION 2

An administrator is investigating a report of users having intermittent issues with browsing the web. The administrator
ran diagnostics and received the output shown in the exhibit.

ror4=00000000

N

:ﬂ@unqﬁﬂﬁ

cont=0005e722

ids recv=000£dc94

url_:&cv:ﬂﬂﬂﬂﬂﬂﬁﬂ

av_recv=001feed’

fqdn_count=00000000

tcp reset stat: syncgf=119 acceptqf=0 no-listener=3995 data=0 ses=2 ips=0
global: ses limit=0 sesf limit=0 rt limit=0 rté limit=0

Examine the diagnostic output shown exhibit. Which of the following options is the most likely cause of this issue?
A. NAT port exhaustion

B. High CPU usage

C. High memory usage

D. High session timeout value
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Correct Answer: A

QUESTION 3

Which statement is true regarding the policy ID number of a firewall policy?
A. Defines the order in which rules are processed.

B. Represents the number of objects used in the firewall policy.

C. Required to modify a firewall policy using the CLI.

D. Changes when firewall policies are reordered.

Correct Answer: C

QUESTION 4

Which of the following services can be inspected by the DLP profile? (Choose three.)
A. NFS

B. FTP

C. IMAP

D. CIFS

E. HTTP-POST

Correct Answer: BCE

QUESTION 5

What files are sent to FortiSandbox for inspection in flow-based inspection mode?

A. All suspicious files that do not have their hash value in the FortiGuard antivirus signature database.
B. All suspicious files that are above the defined oversize limit value in the protocol options.

C. All suspicious files that match patterns defined in the antivirus profile.

D. All suspicious files that are allowed to be submitted to FortiSandbox in the antivirus profile.

Correct Answer: C
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