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QUESTION 1

An administrator has configured two VLAN interfaces: 

A DHCP server is connected to the VLAN10 interface. A DHCP client is connected to the VLAN5 interface. However,
the DHCP client cannot get a dynamic IP address from the DHCP server. What is the cause of the problem? 

A. Both interfaces must belong to the same forward domain. 

B. The role of the VLAN10 interface must be set to server. 

C. Both interfaces must have the same VLAN ID. 

D. Both interfaces must be in different VDOMs. 

Correct Answer: A 

 

QUESTION 2

What criteria does FortiGate use to look for a matching firewall policy to process traffic? (Choose two.) 

A. Services defined in the firewall policy. 

B. Incoming and outgoing interfaces 

C. Highest to lowest priority defined in the firewall policy. 

D. Lowest to highest policy ID number. 

Correct Answer: AB 
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QUESTION 3

Which statements are true regarding firewall policy NAT using the outgoing interface IP address with fixed port
disabled? (Choose two.) 

A. This is known as many-to-one NAT. 

B. Source IP is translated to the outgoing interface IP. 

C. Connections are tracked using source port and source MAC address. 

D. Port address translation is not used. 

Correct Answer: AB 

 

QUESTION 4

When override is enabled, which of the following shows the process and selection criteria that are used to elect the
primary FortiGate in an HA cluster? 

A. Connected monitored ports > HA uptime > priority > serial number 

B. Priority > Connected monitored ports > HA uptime > serial number 

C. Connected monitored ports > priority > HA uptime > serial number 

D. HA uptime > priority > Connected monitored ports > serial number 

Correct Answer: C 

 

QUESTION 5

How does FortiGate verify the login credentials of a remote LDAP user? 

A. FortiGate regenerates the algorithm based on the login credentials and compares it to the algorithm stored on the
LDAP server. 

B. FortiGate sends the user-entered credentials to the LDAP server for authentication. 

C. FortiGate queries the LDAP server for credentials. 

D. FortiGate queries its own database for credentials. 

Correct Answer: B 
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