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QUESTION 1

View the exhibit.

|+ Create New “ Edit “Delctel
T Status | T Name | T Type | T Virtual Domain | T IP/Netmask
Physical
(10)
portl [] Physical Interface & VDOM2 10.200.1.1 255.255.0
port2 (] Physical Interface = VDOMI1
VDOM
Link (3)
InterVDOM O VDOM Link = VDOMI,
= VDOM2
Inter VDOMOD O, VDOM Link Interface | = VDOMI
Inter VDOMI1 . VDOM Link Interface & VDOM2 10.0.1.254 255.255.255.0

VDOML1 is operating in transparent mode VDOM2 is operating in NAT Route mode. There is an inteface VDOM link
between both VDOMSs. A client workstation with the IP address 10.0.1.10/24 is connected to port2. A web server with
the IP address 10.200.1.2/24 is connected to portl. What is required in the FortiGate configuration to route and allow
connections from the client workstation to the web server? (Choose two.)

A. A static or dynamic route in VDOM2 with the subnet 10.0.1.0/24 as the destination.

B. A static or dynamic route in VDOM1 with the subnet 10.200.1.0/24 as the destination.

C. One firewall policy in VDOM1 with port2 as the source interface and InterVDOMO as the destination interface.

D. One firewall policy in VDOM2 with InterVDOML1 as the source interface and portl as the destination interface.

Correct Answer: C

QUESTION 2

An administrator has configured a dialup IPsec VPN with XAuth. Which statement best describes what occurs during
this scenario?

A. Phase 1 negotiations will skip preshared key exchange.
B. Only digital certificates will be accepted as an authentication method in phase 1.C
C. Dialup clients must provide a username and password for authentication.

D. Dialup clients must provide their local ID during phase 2 negotiations.
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Correct Answer: C

QUESTION 3

Which statement is true regarding the policy ID number of a firewall policy?
A. Defines the order in which rules are processed.

B. Represents the number of objects used in the firewall policy.

C. Required to modify a firewall policy using the CLI.

D. Changes when firewall policies are reordered.

Correct Answer: C

QUESTION 4

When override is enabled, which of the following shows the process and selection criteria that are used to elect the
primary FortiGate in an HA cluster?

A. Connected monitored ports > HA uptime > priority > serial number
B. Priority > Connected monitored ports > HA uptime > serial number
C. Connected monitored ports > priority > HA uptime > serial number
D. HA uptime > priority > Connected monitored ports > serial number

Correct Answer: C

QUESTION 5

Which of the following features is supported by web filter in flow-based inspection mode with NGFW mode set to profile-
based?

A. FortiGuard Quotas
B. Static URL

C. Search engines

D. Rating option

Correct Answer: B
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