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QUESTION 1

View the exhibit.

Application Details
Name Category - Technology Popularity - Risk
B Addciting Games Game Browser-Based OO Risk s
Application Control Profile
Categories
= All Categorles

% ~ | Business (149, O 6) ®~ Cloud.IT (42) @~ Collaboration (274, & 10)

& ~ Email (80, & 13) @ L (233, &y 6)

® + |Industrial (1168) ®~ Mobile (3) ®~

@~ P2P (70) ®~ Proxy (148) ®~ R

® ~ SocialMedia (120, 531) @+ Stor 17 ®-

® + Video/Audio (164, £ 14) $:

& = Unknown Applications

Application Overrides

+ AddSignatures ¢ @ Delete
Application Signature Category Action

Il Addciting Games Game @ Allow
Filter Overrides

+ AddFiiter & @ Delete

Filter Details Action

Risk e

(2304 552) @/ Block

A user behind the FortiGate is trying to go to http://www.addictinggames.com (Addicting Games). Based on this
configuration, which statement is true?

A. Addicting.Games is allowed based on the Application Overrides configuration.

B. Addicting.Games is blocked on the Filter Overrides configuration.

C. Addicting.Games can be allowed only if the Filter Overrides actions is set to Learn.
D. Addcting.Games is allowed based on the Categories configuration.

Correct Answer: A

QUESTION 2

Examine this FortiGate configuration:
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config system global
set av-failopen pass

end

Examine the output of the following debug command:

# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAM: 3040 MB

memory used: 2943 MB 97% of total RAM

memory freeable: 92 MB 3% of total RAM

memory used + freeable threshold extreme: 2887 MB 95% of totzl RAM
memory used threshold red: 2675 MB 88% of total RAM

memory used threshold green: 249%2 MB B2% of total RAM

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection?

A. It is allowed, but with no inspection

B. It is allowed and inspected as long as the inspection is flow based

C. Itis dropped.

D. Itis allowed and inspected, as long as the only inspection required is antivirus.

Correct Answer: A

QUESTION 3

A company needs to provide SSL VPN access to two user groups. The company also needs to display different
welcome messages on the SSL VPN login screen for both user groups.

What is required in the SSL VPN configuration to meet these requirements?
A. Different SSL VPN realms for each group.
B. Two separate SSL VPNs in different interfaces mapping the same ssl.root.

C. Two firewall policies with different captive portals.
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D. Different virtual SSL VPN IP addresses for each group.

Correct Answer: A

QUESTION 4

Which of the following are valid actions for FortiGuard category based filter in a web filter profile in proxy-based
inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Correct Answer: AC

QUESTION 5

An administrator observes that the portl interface cannot be configured with an IP address. What can be the reasons for
that? (Choose three.)

A. The interface has been configured for one-arm sniffer.
B. The interface is a member of a virtual wire pair.

C. The operation mode is transparent.

D. The interface is a member of a zone.

E. Captive portal is enabled in the interface.

Correct Answer: ABC
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