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QUESTION 1

Which of the following network settings can an IPsec gateway assign to an IPsec client using IP config
mode?

(Choose two.)

Response:

A. Quick mode selectors

B. DNS IP address

C. NAT-T

D. IP address

Correct Answer: BD

QUESTION 2

Examine the CLI configuration.

(Choose two.)

config system setting

set ses-denied-traffic enable

end

What does this configuration do?

Response:

A. It creates a session for traffic being denied.

B. It sends an alert notification to the administrator upon detecting denied traffic.
C. It reduces the amount of logs generated by denied traffic.
D. It reduces the amount of logs generated by denied traffic.

Correct Answer: AC

QUESTION 3
How are the application control signatures updated on a FortiGate device? Response:

A. By running the application control auto-learning feature.
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B. Through FortiGuard updates.
C. By upgrading the FortiOS firmware to a newer release.
D. By clicking Update Signatures in the application control profile.

Correct Answer: B

QUESTION 4
How does FortiGate verify the login credentials of a remote LDAP user? Response:
A. FortiGate sends the user entered credentials to the LDAP server for authentication.

B. FortiGate re-generates the algorithm based on the login credentials and compares it against the algorithm stored on
the LDAP server.

C. FortiGate queries its own database for credentials.
D. FortiGate queries the LDAP server for credentials.

Correct Answer: A

QUESTION 5
What is the purpose of the Policy Lookup feature? Response:
A. It searches the matching policy based on an input criteria.

B. It enables hidden security profiles with full logging capabilities and generates Learning Reports based on an input
criteria.

C. It finds duplicate objects in firewall policies.
D. It creates a new firewall policy based on an input criteria.

Correct Answer: A
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