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QUESTION 1

Which of the following statements are true regarding tunnel mode SSL VPN? 

(Choose two.) 

Response: 

A. You must be logged into web-only mode SSL VPN to activate tunnel mode. 

B. You need an SSL VPN client (FortiClient) to connect to tunnel mode SSL VPN. 

C. Tunnel mode SSL VPN is configured between two FortiGate devices. 

D. FortiGate will dynamically assign an IP address to the SSL VPN network adapter on the host PC. 

Correct Answer: AB 

 

QUESTION 2

An administrator observes that the port1 interface cannot be configured with an IP address. What can be 

the reasons for that? 

(Choose three.) 

Response: 

A. The interface has been configured for one-arm sniffer. 

B. The interface is a member of a virtual wire pair. 

C. The operation mode is transparent. 

D. The interface is a member of a zone. 

E. Captive portal is enabled in the interface. 

Correct Answer: ABC 

 

QUESTION 3

How can you format the FortiGate flash disk? Response: 

A. Load the hardware test (HQIP) image. 

B. Execute the CLI command execute formatlogdisk. 

C. Load a debug FortiOS image. 

D. Select the format boot device option from the BIOS menu. 
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Correct Answer: D 

 

QUESTION 4

Examine this FortiGate configuration: config system global set av-failopen pass set fail-open disable end Examine the
output of the following debug command: # diagnose hardware sysinfo conserve memory conserve mode: on total RAM:
3040 MB memory used: 2706 MB 89% of total RAM memory used threshold extreme: 2887 MB 95% of total RAM
memory used threshold red: 2675 MB 88% of total RAM memory used threshold green: 2492 MB 82% of total RAM
Based on the diagnostics outputs above, how is the FortiGate handling packets that require IPS 

inspection? Response: 

A. They are dropped. 

B. They are allowed and inspected. 

C. They are allowed, but with no inspection. 

D. They are allowed and inspected as long as no additional proxy-based inspection is required. 

Correct Answer: D 

 

QUESTION 5

Which statements are true regarding incoming and outgoing interfaces in firewall policies? 

(Choose two.) 

Response: 

A. An incoming interface is mandatory in a firewall policy, but an outgoing interface is optional. 

B. A zone can be chosen as the outgoing interface. 

C. Only the any interface can be chosen as an incoming interface. 

D. Multiple interfaces can be selected as incoming and outgoing interfaces. 

Correct Answer: BD 
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