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QUESTION 1

Which file names will match the *.tiff file name pattern configured in a data leak prevention filter? 

(Choose two.) 

Response: 

A. tiff.tiff 

B. tiff.png 

C. tiff.jpeg 

D. gif.tiff 

Correct Answer: AD 

 

QUESTION 2

Which statement about data leak prevention (DLP) on a FortiGate is true? Response: 

A. Traffic shaping can be applied to DLP sensors. 

B. It can be applied to a firewall policy in a flow-based VDOM. 

C. Files can be sent to FortiSandbox for detecting DLP threats. 

D. It can archive files and messages. 

Correct Answer: D 

 

QUESTION 3

An administrator needs to be able to view logs for application usage on your network. What configurations 

are required to ensure that FortiGate generates logs for application usage activity? 

(Choose two.) 

Response: 

A. Enable a web filtering profile on the firewall policy. 

B. Create an application control policy. 

C. Enable logging on the firewall policy. 

D. Enable an application control security profile on the firewall policy. 

Correct Answer: CD 
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QUESTION 4

Examine the following log message attributes and select two correct statements from the list below. 

(Choose two.) 

Response: 

A. The category action was set to warning. 

B. The website was allowed on the first attempt. 

C. The user was prompted to decide whether to proceed or go back. 

D. The user failed authentication. 

Correct Answer: BC 

 

QUESTION 5

What FortiGate feature can be used to block a ping sweep scan from an attacker? Response: 

A. Web application firewall (WAF) 

B. Rate based IPS signatures 

C. One-arm sniffer 

D. DoS policies 

Correct Answer: B 
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