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QUESTION 1

Examine the log message attributes. Which statements are correct?
(Choose two.)

hostname=www.youtube.com profiletype="Webfilter_Profile"
profile="default"

status="passthrough"

msg="URL belongs to a category with warnings enabled"
Response:

A. The website was allowed on the first attempt

B. The user failed authentication

C. The category action was set to warning.

D. The user was prompted whether to proceed or go back.

Correct Answer: CD

QUESTION 2

Which FortiGate interface does source device type enable device detection on? Response:
A. All interfaces of FortiGate

B. Source interface of the firewall policy only

C. Destination interface of the firewall policy only

D. Both source interface and destination interface of the firewall policy

Correct Answer: B

QUESTION 3

Under which circumstance is the IPsec ESP traffic encapsulated over UDP? Response:
A. When using IKE version 2 (IKEv2)

B. When the phase 1 is configured to use aggressive mode

C. When the IPsec VPN is configured as dial-up

D. When NAT-T detects there is a device between both IPsec peers doing NAT over the IPsec traffic
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Correct Answer: D

QUESTION 4

Which of the following web filtering modes apply to full URL inspection?
(Choose two.)

Response:

A. Proxy-based

B. DNS-based

C. Policy-based

D. Flow-based

E. IP-based

Correct Answer:. AB

QUESTION 5

If you\\'ve lost your password for the admin account on your FortiGate, how can you reset it? Response:
A. Hard reboot the FortiGate. Click Reset Password on the login window.

B. Hard reboot the FortiGate. Run the execute reset-password command from the CLI.

C. Hard reboot the FortiGate. Through the local console, interrupt the boot loader by pressing any key and then log in as
maintainer. Enter the CLI commands required to set the password for the admin account.

D. Hard reboot the FortiGate. Through the local console, once the FortiGate is booted up, log in as maintainer. Enter the
CLI commands to set the password for the admin account.

Correct Answer: D
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