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QUESTION 1

What must be configured in order to keep two static routes to the same destination in the routing table?
A. The same priority.

B. The same distance and same priority.

C. The same distance.

D. The same metric.

Correct Answer: B

QUESTION 2

How do you configure a FortiGate to apply traffic shaping to P2P traffic, such as BitTorrent?

A. Apply a traffic shaper to a BitTorrent entry in an application control list, which is then applied to a firewall policy.
B. Enable the shape option in a firewall policy with service set to BitTorrent.

C. Define a DLP rule to match against BitTorrent traffic and include the rule in a DLP sensor with traffic shaping
enabled.

D. Apply a traffic shaper to a protocol options profile.

Correct Answer: A

QUESTION 3

Review the IPsec phase 2 configuration shown in the exhibit; then answer the question below.
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Phase 2 Selectors
‘Name Local Address Remote Address
0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Edit Phase 2
Name remote
Comments VPN: remote (Created by VPN wizard)
Local Address Subnet v | 0.0.0.0/0.0.0.0
Remote Address Subnet v 0.0.0.0/0.0.0.0
w Advanced...

Phase 2 Proposal

& Add

Encryption AES256 v Authentication SHAS12 ~
Enable Replay Detection v
Enable Perfect Forward Secrecy (PFS) v

Diffie-Hellman Group 21 20 |19 18 |17

16 15 v 14 v 5 2 1

Local Port All v
Remote Port All v|
Protocol All'lv!
Autokey Keep Alive v!
Auto-negotiate v
Key Lifetime Seconds | v

Seconds 43200 ¢

Which statements are correct regarding this configuration? (Choose two.)

A. The Phase 2 will re-key even if there is no traffic.

B. There will be a DH exchange for each re-key.

C. The sequence number of ESP packets received from the peer will not be checked.

D. Quick mode selectors will default to those used in the firewall policy.
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Correct Answer: AB

QUESTION 4

When creating FortiGate administrative users, which configuration objects specify the account rights?
A. Remote access profiles.

B. User groups.

C. Administrator profiles.

D. Local-in policies.

Correct Answer: C

QUESTION 5

Which of the following protocols are defined in the IPsec Standard? (Choose two)
A. AH

B. GRE

C. SSL/TLS

D. ESP

Correct Answer: AD
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