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QUESTION 1
Which of the following statements regarding the firewall policy authentication timeout is true?

A. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source IP.

B. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source IP after this timer has expired.

C. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source MAC.

D. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source MAC after this timer has expired.

Correct Answer: A

QUESTION 2

You are the administrator in charge of a FortiGate acting as an IPsec VPN gateway using route- based mode. Users
from either side must be able to initiate new sessions. There is only 1 subnet at either end and the FortiGate already
has a

default route.

Which two configuration steps are required to achieve these objectives? (Choose two.)

A. Create one firewall policy.

B. Create two firewall policies.

C. Add a route to the remote subnet.

D. Add two IPsec phases 2.

Correct Answer: BC

QUESTION 3

View the exhibit.
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S50 Inspection Options

Enable S5L Inspection of Multiple Clients Connecting to
Multiple Servers

Protecting 551 Server

Inspection Method SSL Certificate Inspection g BTt -Teld {o])]

CA Certificate £ | Fortinet_CA_SSI + X Download Certificate
Untrusted SSL Certificates Block = View Trusted CAs List
RPC over HTTPS «

When a user attempts to connect to an HTTPS site, what is the expected result with this configuration?

A. The user is required to authenticate before accessing sites with untrusted SSL certificates.

B. The user is presented with certificate warnings when connecting to sites that have untrusted SSL certificates.
C. The user is allowed access all sites with untrusted SSL certificates, without certificate warnings.

D. The user is blocked from connecting to sites that have untrusted SSL certificates (no exception provided).

Correct Answer: B

QUESTION 4

The following diagnostic output is displayed in the CLI:

diag firewall auth list

policy 1D. 9, srC. 192.16B.3.168, action: accept, timecut: 13427
user: forticlient chk only, group:

flag (80020): avth timeocut ext, flag2 (40): exact

group iD. 0, av group: 0

————— 1 listed, 0 filtered —-————-—

Based on this output, which of the following statements is correct?

A. Firewall policy 9 has endpoint compliance enabled but not firewall authentication.

B. The client check that is part of an SSL VPN connection attempt failed.

C. This user has been associated with a guest profile as evidenced by the group id of 0.
D. An auth-keepalive value has been enabled.

Correct Answer: A

QUESTION 5

What is the maximum number of FortiAnalyzer/FortiManager devices a FortiGate unit can be configured to send logs
to?
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D.4

Correct Answer: C
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