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QUESTION 1

Review the IPsec phase 2 configuration shown in the exhibit; then answer the question below.

Phase 2 Selectors

Name Local Address Remote Address
C.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
v X
Edit Phase 2
Name remote
Comments VPM: remote (Created by VPN wizard)
Local Address Subnet v | 0,0.0.0/0.0.0.0
Remote Address Subnat ~ | 0.,0.0.0/0.0.0.0
* Advanced...

Phase 2 Proposal

] & Add

Encryption AES256 ~ Authentication SHAS12 «
Enable Replay Detection Er_ N
Enable Perfect Forward Secrecy (PFS) |

Diffie-Hellman Group el 120 [ ]195 18 17

16 |15 v 14 v 5 2 1

Local Port All v
Remote Port All |
Pretocol All v
Autokey Keep Alive n‘
Auto-negotiate v
Key Lifetime Seconds v

Seconds 43200 =

Which statements are correct regarding this configuration? (Choose two.).
A. The Phase 2 will re-key even if there is no traffic.

B. There will be a DH exchange for each re-key.
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C. The sequence number of ESP packets received from the peer will not be checked.
D. Quick mode selectors will default to those used in the firewall policy.

Correct Answer: AB

QUESTION 2

Which component of FortiOS performs application control inspection?
A. Kernel

B. Antivirus engine

C. IPS engine

D. Application control engine

Correct Answer: C

QUESTION 3

A static route is configured for a FortiGate unit from the CLI using the following commands:
config router =static

edit 1

zet device "wanli”"

zet distance 20

Zet gateway 192.1&8.100.1

next

end

Which of the following conditions are required for this static default route to be displayed in the FortiGate unit\\'s routing
table? (Choose two.)

A. The administrative status of the wan1l interface is displayed as down.

B. The link status of the wanl interface is displayed as up.

C. All other default routers should have a lower distance.

D. The wan1 interface address and gateway address are on the same subnet.

Correct Answer: BD

QUESTION 4

A FortiGate unit can create a secure connection to a client using SSL VPN in tunnel mode. Which of the following
statements are correct regarding the use of tunnel mode SSL VPN? (Select all that apply.)
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A. Split tunneling can be enabled when using tunnel mode SSL VPN.
B. Software must be downloaded to the web client to be able to use a tunnel mode SSL VPN.

C. Users attempting to create a tunnel mode SSL VPN connection must be members of a configured user group on the
FortiGate unit.

D. Tunnel mode SSL VPN requires the FortiClient software to be installed on the user\\'s computer.
E. The source IP address used by the client for the tunnel mode SSL VPN is assigned by the FortiGate unit.

Correct Answer: ABCE

QUESTION 5

Regarding tunnel-mode SSL VPN, which three statements are correct? (Choose three.)
A. Split tunneling is supported.

B. It requires the installation of a VPN client.

C. It requires the use of an Internet browser.

D. It does not support traffic from third-party network applications.

E. An SSL VPN IP address is dynamically assigned to the client by the FortiGate unit.

Correct Answer:. ABE
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