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QUESTION 1

Which of the following statements best describes what a Public Certificate Authority (CA) is? 

A. A service that provides a digital certificate each time a user is authenticating 

B. An entity that certifies that the information contained in a digital certificate is valid and true. 

C. The FortiGate process in charge of generating digital certificates on the fly for SSL inspection purposes 

D. A service that validates digital certificates for certificate-based authentication purposes 

Correct Answer: D 

 

QUESTION 2

If you have lost your password for the "admin" account on your FortiGate, how should you reset it? 

A. Log in with another administrator account that has "super_admin" profile permissions, then reset the password for the
"admin" account. 

B. Reboot the FortiGate. Via the local console, during the boot loader, use the menu to format the flash disk and
reinstall the firmware. Then you can log in with the default password. 

C. Power off the FortiGate. After several seconds, restart it. Via the local console, within 30 seconds after booting has
completed, log in as "maintainer" and enter the CLI commands to set the password for the "admin" account. 

D. Reboot the FortiGate. Via the local console, during the boot loader, use the menu to log in as "maintainer" and enter
the CLI commands to set the password for the "admin" account. 

Correct Answer: C 

 

QUESTION 3

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit? 

A. Antivirus scanning provides end-to-end virus protection for client workstations. 

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols. 

C. Antivirus scanning supports banned word checking. 

D. Antivirus scanning supports grayware protection. 

Correct Answer: D 

 

QUESTION 4

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
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addresses would the web server consider the HTTP request to be initiated? 

A. The remote user\\'s virtual IP address. 

B. The FortiGate unit\\'s internal IP address. 

C. The remote user\\'s public IP address. 

D. The FortiGate unit\\'s external IP address. 

Correct Answer: B 

 

QUESTION 5

Which statement about the FortiGuard services for the FortiGate is true? 

A. Antivirus signatures are downloaded locally on the FortiGate. 

B. FortiGate downloads IPS updates using UDP port 53 or 8888. 

C. FortiAnalyzer can be configured as a local FDN to provide antivirus and IPS updates. 

D. The web filtering database is downloaded locally on the FortiGate. 

Correct Answer: A 
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