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QUESTION 1

A systems administrator is configuring a firewall using NAT with PAT. Which of the following would be BEST suited for
the LAN interface? 

A. 172.15.0.0/18 

B. 172.18.0.0/10 

C. 172.23.0.0/16 

D. 172.28.0.0/8 

E. 172.32.0.0/14 

Correct Answer: C 

 

QUESTION 2

SIMULATION 

You are tasked with verifying the following requirements are met in order to ensure network security. 

Requirements: 

Datacenter

 -Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage

 -Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A

 -Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage

 -Provide devices to support 5 additional different office users 

-Add an additional mobile user

 -Replace the Telnet server with a more secure solution Screened subnet

 -Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage

 -

Provide a server to handle external 80/443 traffic

 -

Provide a server to handle port 20/21 traffic 

INSTRUCTIONS 

Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need
to be filled. 
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Available objects are located in both the Servers and Devices tabs of the Drag and Drop menu. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 

Correct Answer: See explanation below. 

Top left subnet -206.208.134.0/28 Top right subnet -10.72.63.0/28 Bottom subnet -192.168.11.0/28 

Screened Subnet devices -Web server, FTP server Building A devices -SSH server top left, workstations on all 5 on the
right, laptop on bottom left 

DataCenter devices -DNS server. 

 

QUESTION 3

Which of the following is a security flaw in an application or network? 

A. A threat 

B. A vulnerability 

C. An exploit 

D. A risk 
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Correct Answer: B 

Explanation: A vulnerability is a security flaw in an application or network that can be exploited by an attacker, allowing
them to gain access to sensitive data or take control of the system. Vulnerabilities can range from weak authentication
methods to unpatched software, allowing attackers to gain access to the system or data they would not otherwise be
able to access. Exploits are programs or techniques used to take advantage of vulnerabilities, while threats are potential
dangers, and risks are the likelihood of a threat becoming a reality. 

 

QUESTION 4

Which of the following services can provide data storage, hardware options, and scalability to a third-party company that
cannot afford new devices? 

A. SaaS 

B. IaaS 

C. PaaS 

D. DaaS 

Correct Answer: B 

 

QUESTION 5

A network technician is planning a network scope. The web server needs to be within 12.31 69.1 to 12.31.69.29. Which
of the following would meet this requirement? 

A. Lease time 

B. Range reservation 

C. DNS 

D. Superscope 

Correct Answer: A 
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