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QUESTION 1

Which of the following mediums is circuit switched? 

A. PSTN 

B. ATM 

C. Frame relay 

D. MPLS 

Correct Answer: A 

 

QUESTION 2

A company has multiple site-to-site VPN connections using a pre-shared key. The Chief Information Security Officer
(CISO) is concerned about the long-term security of the tunnels and has asked the network technicians to develop a
plan to ensure the best security of the tunnels. Which of the following should the network technicians implement? 

A. Purchase dedicated MPLS circuits between each of the sites. 

B. Request a change of IP addresses from the ISP semiannually. 

C. Perform annual key rotations on the site-to-site VPNs. 

D. Terminate tunnels when they are not actively being used. 

Correct Answer: C 

 

QUESTION 3

A zero-day vulnerability is discoverd that affects a specific network device. This vulnerability only affects services on
port 21. This network device is restricted to use only secure protocols and services. Which of the following explains why
this device is secure? 

A. Because secure protocols would reject malicious packets 

B. Because SCP is not a secure service 

C. Because FTP is not a secure service 

D. Because a secure firewall will protect the device 

Correct Answer: C 

 

QUESTION 4

Which of the following devices would allow a network administrator to block an application at Layer7 on the network? 
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A. Firewall 

B. NGFW 

C. Router 

D. Spam filter 

Correct Answer: B 

 

QUESTION 5

Which of the following solutions will detect and disable a rogue access point? 

A. Port scan 

B. Packet sniffer 

C. IPS 

D. IDS 

Correct Answer: C 
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