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QUESTION 1

An administrator would like to scan for open ports on the subnet and determine if any vulnerable applications are
listening. Which of the following tools would the administrator MOST likely use? 

A. Ping 

B. Nessus 

C. IMAP 

D. Telnet 

Correct Answer: B 

 

 

QUESTION 2

At which of the following layers do frames exist? (Select TWO). 

A. OSI model Data link layer 

B. TCP/IP model Network Interface layer 

C. OSI model Physical layer 

D. OSI model Network layer 

E. TCP/IP model Internet layer 

Correct Answer: AB 

The data link layer is concerned with local delivery of frames between devices on the same LAN. Data-link frames, as
these protocol data units are called, do not cross the boundaries of a local network. Inter-network routing and global
addressing are higher layer functions, allowing data-link protocols to focus on local delivery, addressing, and media
arbitration. In this way, the data link layer is analogous to a neighborhood traffic cop; it endeavors to arbitrate between
parties contending for access to a medium, without concern for their ultimate destination. 

 

QUESTION 3

A technician is troubleshooting a problem where data packets are being corrupted. Which of the following connectivity
problems should the technician check? 

A. Attenuation 

B. Latency 

C. Crosstalk 

D. External interference 
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Correct Answer: C 

 

 

QUESTION 4

A user is unable to communicate with any local network resources, but is connected to the wireless network and can
access the Internet. The network technician notices that the laptop has an incorrect IP address, even though it shows it
is connected. 

Which of the following is the MOST likely cause? 

A. Signal strength 

B. Interference 

C. AP placement 

D. Incorrect SSID 

Correct Answer: D 

 

 

QUESTION 5

Which of the following protocols works at the LOWEST layer of the OSI model? 

A. L2TP 

B. PPTP 

C. ISAKMP 

D. IPSec 

Correct Answer: A 

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used by an
Internet service provider (ISP) to enable the operation of a virtual private network (VPN) over the Internet. 
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