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QUESTION 1
HOTSPOT

You need to recommend an email antimalware solution that meets the security requirements.

What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Policy to create:

Safe attachments
Safe Links

Exchange Online Anti-spam

Exchange Online Anti-malware

Option to configure:

Block

Replace

Dynamic Delivery
Monitor

Quarantine message

Correct Answer:
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Answer Area

Policy to create: v

Safe attachments

Safe Links

Exchange Online Anti-spam
Exchange Online Anti-malware

Option to configure: v

Block

Replace

Dynamic Delivery
Monitor
‘Quarantine message

QUESTION 2

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

User1 Application administrator
User2 Security administrator
User3 Security operator

Userd User administrator

You need to identify which user can enable Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP)
roles. Which user should you identify?

A. Userl
B. User2

C. User3
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D. User4d

Correct Answer: B

The Security Administrator and the Global Administrator can enable roles in the Microsoft Defender portal. Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/rbac

QUESTION 3
HOTSPOT

You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and a Microsoft SharePoint Online
site named Sitel as shown in the following exhibit.

el o ] Sitel - Documents - All |+ W - o b4
e S [~ | hitpsy/sk2004 10outiook sharepoint.oom /sites/Site 1 /Shared ) T = [ =

17 Resort M Cucco

' SharePoint

* Following % Share
Search Documents t New ~ T Upload & Quick edit - All Decuments
Documents
[ Mame Modified Modified By Add cokumn
o Filel.docx 13 minutes ago Pry
a File2 docx A 13 minutes ago Pr
o File3.docx = 14 minutes ago Pry

For Sitel, the users are assigned the roles shown in the following table.

Name Role
User1 Owner
User? Member

You publish a retention label named Retentionl to Sitel.

To which files can the users apply Retention1? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

User1: v

File1.docx.only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

User2: | v

File1.docx.only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

Correct Answer:
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Answer Area

User1.: v

File1.docx.only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

User2: v

File1.docx.only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

As Userl is the owner of the Sitel, they have full control over the site and its contents, including the ability to apply
retention labels to any file in the site. Therefore, Userl can apply Retentionl to all the files in Sitel, including Filel.docx,
File2.docx, and File3.docx.

User2 is assigned the Member role in Sitel, which gives them the ability to add, edit, and delete files in the site, as well
as apply retention labels to files. Although File2.docx and File3.docx have DLP warning and blocked icons respectively,

this does not prevent User2 from applying a retention label to these files. Therefore, User2 can apply Retentionl to all
the files in Sitel, including Filel.docx, File2.docx, and File3.docx.

QUESTION 4

You have a Microsoft 365 E5 subscription.

You need to use Attack simulation training to launch a credential harvest simulation.
For which Microsoft 365 workloads can you create a payload?

A. Microsoft Exchange Online only

B. Microsoft Teams, Exchange Online, SharePoint Online, and OneDrive

C. Microsoft Teams and Exchange Online only

D. Microsoft SharePoint Online and OneDrive only
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Correct Answer: A

Create a payload, select a payload type.

On the Select type page, the only value that you can currently select is Email.
Incorrect:

Not A, Not B, Not C: Payloads cannot be created for Microsoft Exchange Online.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-payloads

QUESTION 5

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unigue solution that might meet the stated goals. Some question sets might have more than one correct solution, while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information
Protection. You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients.
The external recipients report that they cannot open the email message.

You need to ensure that the external recipients can open protected email messages sent to them.
Solution: You modify the encryption settings of the label.

Does this meet the goal?

A.Yes

B. No

Correct Answer: B

https://techcommunity.microsoft.com/t5/security-compliance-and-identity/secure-external-collaboration-using-sensitivity-
labels/ba-p/1680498 for the entie method of sending sensitivity labelled doc to ext domain.
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