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QUESTION 1

You have a Microsoft 365 Enterprise E5 subscription. 

You use Microsoft Defender for Endpoint. 

You plan to use Microsoft 365 Attack simulator. 

What is a prerequisite for running Attack simulator? 

A. Enable multi-factor authentication (MFA). 

B. Configure Microsoft Defender for Office 365. 

C. Create a Conditional Access App Control policy for accessing Microsoft 365. 

D. Integrate Microsoft 365 Threat Intelligence and Microsoft Defender for Endpoint. 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator 

 

QUESTION 2

HOTSPOT 

You have a Microsoft 365 subscription. 

1. 

You identify the following data loss prevention (DLP) requirements: 

2. 

Send notifications to users if they attempt to send attachments that contain EU social security numbers 

3. 

Prevent any email messages that contain credit card numbers from being sent outside your organization 

4. 

Block the external sharing of Microsoft OneDrive content that contains EU passport numbers 

5. 

Send administrators email alerts if any rule matches occur. 

What is the minimum number of DLP policies and rules you must create to meet the requirements? To answer, select
the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 
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Hot Area: 

Correct Answer: 
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QUESTION 3

You need to implement Windows Defender ATP to meet the security requirements. What should you do? 

A. Configure port mirroring 

B. Create the ForceDefenderPassiveMode registry setting 

C. Download and install the Microsoft Monitoring Agent 

D. Run WindowsDefenderATPOnboardingScript.cmd 

Correct Answer: C 

 

 

QUESTION 4

Several users in your Microsoft 365 subscription report that they received an email message without attachment. 

You need to review the attachments that were removed from the messages. 
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Which two tools can you use? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. the Exchange admin center 

B. the Azure ATP admin center 

C. Outlook on the web 

D. the Security and Compliance admin center 

E. Microsoft Azure Security Center 

Correct Answer: AD 

References: https://docs.microsoft.com/en-us/office365/securitycompliance/manage-quarantined-messages-and-files 

 

QUESTION 5

HOTSPOT 

You have a Microsoft 365 E5 tenant that contains two users named User1 and User2 and a Microsoft SharePoint Online
site named Site1 as shown in the following exhibit. 

For Site1, the users are assigned the roles shown in the following table. 
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You publish a retention label named Retention1 to Site1. 

To which files can the users apply Retention1? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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As User1 is the owner of the Site1, they have full control over the site and its contents, including the ability to apply
retention labels to any file in the site. Therefore, User1 can apply Retention1 to all the files in Site1, including File1.docx,
File2.docx, and File3.docx. 

User2 is assigned the Member role in Site1, which gives them the ability to add, edit, and delete files in the site, as well
as apply retention labels to files. Although File2.docx and File3.docx have DLP warning and blocked icons respectively,
this does not prevent User2 from applying a retention label to these files. Therefore, User2 can apply Retention1 to all
the files in Site1, including File1.docx, File2.docx, and File3.docx. 
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