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QUESTION 1

You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type
Group1 Distribution
Group2 Mail-enabled security
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?
A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl, Group2, and Group3

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

QUESTION 2
DRAG DROP
Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session
controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.

Select and Place:
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Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1.

Create a conditional access policy.

From the Azure Active Directory admin

center, configure the Diagnostic settings.

From the Azure Active Directory admin

OlQ,
Q)

center, add an app registration for App1.

Correct Answer:

Actions

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Azure Active Directory admin
center, configure the Diagnostic settings.

OlQ

Answer Area

From the Cloud App Security admin
center, add an app connector.

Create a conditional access policy.

Sign in to App1. ‘@
©

From the Azure Active Directory admin
center, add an app registration for App1.

Reference: https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
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QUESTION 3
You have a Microsoft 365 subscription.
Some users have iPads that are managed by your company.

You plan to prevent the iPad users from copying corporate data in Microsoft Word and pasting the data into other
applications.

What should you create?

A. A conditional access policy.
B. A compliance policy.

C. An app protection policy.

D. An app configuration policy.
Correct Answer: C

References: https://docs.microsoft.com/en-us/intune/app-protection-policy

QUESTION 4

You have a Microsoft 365 E5 subscription.

You plan to deploy Microsoft Defender for Cloud Apps.

You need to ensure that Microsoft Defender for Cloud Apps can differentiate between internal and external users.
What should you do?

A. From the Microsoft 365 admin center, configure the Org settings.

B. From the Microsoft 365 admin center, configure the default domain.

C. From the Microsoft Defender for Cloud Apps portal, add a list of managed domains.

D. From the Microsoft Defender for Cloud Apps portal, configure the Organization details.

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/defender-cloud-apps/general-setup

QUESTION 5
HOTSPOT
You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).

The tenant has two Compliance Manager assessments as shown in the following table.
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Application: v

‘Microsoft Excel
Microsoft Forms
Microsoft Word

Visual Studio Code

File format: v
csv |
dbx

docx

dotx

json

xlsx

xItx

The SP800 assessment has the improvement actions shown in the following table.
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Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word

Visual Studio Code

File format: v
csv
dbx
docx
dotx
json
xlsx

xltx

You perform the following actions:
1.

For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to
Implemented.

2.

Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

ASR2: v
Device control
Exploit protection
Application control

App and browser isolation
 Attack surface reduction rules

Correct Answer:

ASRT: v

Device control

Exploit protection

Application control

App and browser isolation
Attack surface reduction rules

ASRZ2: v
Device control
'Exploit protection |
Application control

App and browser isolation
 Attack surface reduction rules
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Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-
assessments?view=0365-worldwide#create-assessments https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwide#action-types-and-points
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