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QUESTION 1

HOTSPOT 

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory
(Azure AD) by using the Azure AD Connect Express Settings. Password writeback is disabled. 

You create a user named User1 and enter Pass in the Password field as shown in the following exhibit. 

The Azure AD password policy is configured as shown in the following exhibit. 

Hot Area: 

Correct Answer: 
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Box 1: Yes 

The question states that User1 is synced to Azure AD. This tells us that the short password (Pass) meets the on-
premise Active Directory password policy and you were able to create the on-premise account for User1. The on-
premise 

Active Directory password policy applies over the Azure AD password policy for synced user accounts. 

Box 2: No 

Self-Service Password Reset would need to be configured. 

Box 3: Yes 

The password for the Azure AD User1 account will expire after 90 days according to the Azure AD password policy. If
the on-premise password policy has a shorter password expiration period, User1 would have the change his/her on-

premise AD password. The new password would then sync to Azure AD. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-express 

 

QUESTION 2

Your company has a Microsoft 365 subscription. 

You have been tasked with configuring external collaboration settings for your company Microsoft Azure Active
Directory (Azure AD) tenant. 

You want to make sure that authorized users are able to create guest users in the tenant. 

Which of the following actions should you take? 

Which setting should you modify? 

A. You should make sure that the Guests can invite setting is set to NO. 

B. You should make sure that the Guest users permissions are limited setting is set to Yes. 
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C. You should make sure that the Members can invite setting is set to NO. 

D. You should make sure that the Admins and users in the guest inviter role can invite setting is set to Yes. 

Correct Answer: D 

References: https://docs.microsoft.com/en-us/azure/active-directory/b2b/delegate-invitations
https://docs.microsoft.com/en-us/azure/activedirectory/fundamentals/users-default-permissions 

 

QUESTION 3

You have a Microsoft 365 tenant. 

A partner company has an email domain named contoso.com. 

You need to prevent out-of-office replies from being sent to contoso.com. 

What should you create? 

A. a rule 

B. an organization relationship 

C. a remote domain 

D. a connector 

Correct Answer: C 

The following table shows the types of replies you can control in a remote domain and the settings that each remote
domain setting overrides. 

*

 Out-of-office messages - Specify whether an out-of-office message should be sent to people on the remote domain,
and if so, which message to use. You can select either the reply that the user on your domain set up for people outside
your organization, or the one for people inside your organization. The default is to send the out-of-office reply for people
outside your organization. 

*

 Etc. 

Note: There are many reasons why you might want to control the types and the format of messages that your users
send from Exchange Online to recipients in external domains. For example: 

*

 You work with an organization that you don\\'t want to receive automatic messages from (for example, non-delivery
reports and out-of-office replies). 

*

 You have a business partner that\\'s outside your organization, and you\\'d like that partner to receive the same out-of-
office replies as those received by people inside your organization. 
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To accomplish this, you use what\\'s called a remote domain. 

Users might have an out-of-office reply set up for people outside the organization, but if a sender from a remote domain
sends mail to them, and the remote domain is not set to receive out-of-office replies, no out-of-office reply is sent. To
change the settings, you can: 

Create a remote domain for a specific domain, and set unique properties for emails sent to that domain. 

Reference: https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/remote-domains/remote-domains 

 

QUESTION 4

HOTSPOT 

You have a Microsoft 365 E5 subscription that contains the users shown in the following table. 

You configure a multi-factor authentication (MFA) registration policy that has the following settings: 

Assignments: 

-Include: Group1 

-Exclude: Group2 Access controls: Require Azure MFA registration Enforce Policy: On 

You create a conditional access policy that has the following settings: 

Name: Policy1 Assignments: 

-Include: Group2 

-Exclude: Group1 Access controls: 

-Grant, Require multi-factor authentication Enable policy: On 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: No 

The MFA policy applies to User1 so he will be prompted to register for MFA. He has 14 days to complete the
registration. During this 14-day period, he can bypass registration but at the end of the period he will be required to
register before 

he can complete the sign-in process. 

The Conditional Access Policy does not apply to User1 so MFA is not required. 

Box 2: No 

User2\\'s MFA status is Enabled which means he has been enrolled in MFA but has not yet completed the registration. 

The Conditional Access Policy does not apply to User2 because Group1 is excluded so MFA is not required. 
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Box 3: Yes 

The Conditional Access Policy does apply to User3 so MFA will be required. He will need to be enrolled for MFA first. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-mfa-
policy 

https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-
authentication?view=o365-worldwide 

 

QUESTION 5

You have a Microsoft 365 subscription. 

You plan to enable Microsoft Azure Information Protection. 

You need to ensure that only the members of a group named PilotUsers can protect content. 

What should you do? 

A. Run the Add-AadrmRoleBaseAdministrator cmdlet. 

B. Create an Azure Information Protection policy. 

C. Configure the protection activation status for Azure Information Protection. 

D. Run the Set-AadrmOnboardingControlPolicy cmdlet. 

Correct Answer: D 

If you don\\'t want all users to be able to protect documents and emails immediately by using Azure Rights
Management, you can configure user onboarding controls by using the Set-AadrmOnboardingControlPolicy 

Reference: https://docs.microsoft.com/en-us/azure/information-protection/activate-service 
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