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QUESTION 1

SQL injection is defined as?

A. The gaining of access to an operating system by injecting code into a system process.
B. The destruction of databases by mailicious code.

C. The destruction of databases by malicious code.

D. Altering data on a victims database server to that of a hackers choice.

Correct Answer: B

QUESTION 2

Name Servers are the Penetration Testers best friend. The Domain Name Registration database contains information
about who registered a particular domain.What common command line as well as web based tool could be used to
extract this information from the public database of Domain Name registration.

A. Whois

B. traceroute

C. SOA Query tool

D. Resolv

Correct Answer: A

QUESTION 3

Password attack fall within two main categories:Social Attacks and Digital Attacks. Which of the following would not be
considered a Social Attack on passwords?

A. Social Engineering
B. Shoulder Surfing
C. Dumpster Diving
D. Dictionary Attack

Correct Answer: D

QUESTION 4

Which of the following penetration framework is Open Source and offers features that are similar to some of its rival
commercial tools?
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A. CANVAS

B. CORE IMPACT
C. METASPLOIT
D. DEEP HOLE

Correct Answer: C

QUESTION 5

What techniques are often used to perform an active-stack fingerprint of an operating system?Choose all that apply.
A. TCP Window and ACK sampling

B. TCP sequence number sampling

C. ICMP Echo integrity

D. IP Type of Service sampling

Correct Answer. ABCD
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