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QUESTION 1

Session Hijacking is possible due to which weakness within the TCPIP stack implementation? 

A. Initial Sequence Number prediction 

B. Flags are not validated properly,it is possible to set all flags to 1 or 0. 

C. Validation of the size of a packet after reassembly is not implemented properly. 

D. Initial Sequence Number are too low 

Correct Answer: A 

 

QUESTION 2

What hashed authentication credentials can be sniffed and possibly cracked offline (assuming time is not an
issue)?Choose all that apply. 

A. LanMan 

B. NTLM 

C. Kerberos 

D. SHA1 

Correct Answer: ABCD 

 

QUESTION 3

SQL injection is defined as? 

A. The gaining of access to an operating system by injecting code into a system process. 

B. The destruction of databases by mailicious code. 

C. The destruction of databases by malicious code. 

D. Altering data on a victims database server to that of a hackers choice. 

Correct Answer: B 

 

QUESTION 4

Looking at the graphic below,determine what web site was visited by the user located at IP address 192.168.1.104? 

A. Netcraft.com 
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B. Instacontent.net 

C. Geogle.com 

D. This sniffer capture is not from a web page request 

Correct Answer: C 

 

QUESTION 5

You have been hired by company WXY to perform a Penetration Test,in this first phase of your test you have been
challenged to remain totally stealthy. Which of the following reconnaissance types would best be used in such a
scenario? 

A. Active 

B. Passive 

C. Intrusive 

D. Allusive 

Correct Answer: B 
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