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QUESTION 1

Why is it more difficult to sanitize information about a company that has publicly-traded stock?Choose the best answer. 

A. The company wants to promote itself as much as possible 

B. The company must regularly submit financial information to the Securities and Exchange Commission which is then
made public 

C. It is impossible to remove information from search engines databases 

D. The company must hire a security consultant with the expertise to santize the information. 

Correct Answer: B 

 

QUESTION 2

Examining all web pages from a site might be a tedious task. 

In order to facilitate such as task you can make use of a web crawler. 

Which of the choices presented below would best describe what a web crawler is used for? 

A. To test the performance of a web server 

B. To perform a load test bringing the remote server to a crawl 

C. To created a mirror copy of a website for later inspection 

D. To attempt escalating your privilege on a compromised web server 

Correct Answer: C 

 

QUESTION 3

Types of potential vulnerabilities that are commonly scanned for include:(Choose All that Apply) 

A. Password vulnerabilities 

B. Weak operating system and application default settings 

C. Common configuration and coding mistakes 

D. Protocol vulnerabilities (such as the TCP/IP stack vulnerabilities) 

E. Physical observation of the target building 

Correct Answer: ABCD 
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QUESTION 4

Most search engine support Advanced Search Operators; as a Penetrtion Tester you must be familiar with some of the
larger search engines such as Geogle.There is a wealth of information to be gathered from these public
databases.Which of the following operators would you use if you attempt to find an older copy of a website that might
have information which is no longer available on the target website? 

A. Link: 

B. InCache: 

C. Cache: 

D. Related: 

Correct Answer: C 

 

QUESTION 5

Cisco Catalyst Switches have which feature intended to prevent ARP cache poisoning?Choose the best answer. 

A. ARP watch 

B. Dynamic ARP Inspection 

C. VLANs 

D. IPSec-ready 

Correct Answer: B 
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