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QUESTION 1

An ENS administrator is configuring on-access protection but finds the trusted backup tool is causing an unneeded
performance impact. Which of the following actions should the administrator take? 

A. Endpoint Security Threat Prevention Policy Category / Threat Prevention Policy Category / Access Protection /
Exclusion / Exclude the Backup Tool executable 

B. Endpoint Security Threat Prevention Policy Category / Exploit Prevention/Exclusions / Exclude Backup Tool
executable 

C. Endpoint Security Threat Prevention Policy Category / On Access scan / Process Settings / Low Risk Processes /
Exclude Backup Tool executable 

D. Enable McAfee GTI Feedback under Endpoint Security Threat Prevention Policy Category / Options / Proactive Data
Analysis 

Correct Answer: C 

 

QUESTION 2

The ENS administrator wants to monitor remotely the modification of files, but BigFix.exe is generating many false
positives. Which of the following should the ENS administrator do? 

A. Exclude the file under Threat Prevention / Access Protection / Remotely creating or modifying Files or Folders. 

B. Add the file as a High Risk Process under Threat Prevention / On Access Scan / Process settings. 

C. Exclude the file under Common Options / Self Protection. 

D. Add the file under Threat Prevention / Options/ Exclusions by detection name. 

Correct Answer: C 

 

QUESTION 3

An IT department is looking for a way to optimize performance with on-access scanning. To maximize security and
minimize the impact on the system, on-access scanning should be configured to scan files at which of the following
frequencies? 

A. Disable on-access scanning. 

B. Let McAfee decide. 

C. Only scan files on write. 

D. Only scan files on read. 

Correct Answer: C 
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QUESTION 4

In which of the following ways does Dynamic App Containment protect against malware? 

A. It checks for spyware, unwanted programs, and viruses based on known patterns. 

B. It monitors communication between the computer and the network. 

C. It detects malicious files and activities using machine-learning techniques. 

D. It limits the actions unknown applications can take on the end system. 

Correct Answer: C 

 

QUESTION 5

An administrator wants to add executables that are monitored with the Exploit Prevention engine. To which of the
following policy sections should the executables be added? 

A. Generic privilege escalation prevention 

B. Exclusions 

C. Signatures 

D. Application protection rules 

Correct Answer: A 
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