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QUESTION 1

Setting a threshold on a sensor to react if traffic volume exceeds the threshold limit is an example of what specific
detection method?

A. Signature based

B. DHCP based

C. Pattern matching

D. Denial of Service (DoS)

Correct Answer: D

QUESTION 2

Which of the following options is the best practice to use if you need to edit all attacks with a specific seventy number
within an IPS policy?

A. Use the Bulk Edit feature within the Policy Editor

B. Create and run the appropriate database query

C. Edit the attacks individually

D. Use the Bulk Edit feature within the Reconnaissance Editor

Correct Answer: A

QUESTION 3

As a recommended best practice, what is the total number of sensors that should be managed through a single Network
Security Manager installation?

A. 25
B. 50
C.75
D. 100

Correct Answer: B

QUESTION 4

Which of the following activities require a reboot of a sensor? (Choose three)
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A. Enabling/Disabling SSL

B. Enabling/Disabling parsing and detection of attacks in IPv4 traffic
C. Enabling/Disabling parsing and detection of attacks in IPv6 traffic
D. Sensor software upgrade

E. Signature update

Correct Answer: ACD

QUESTION 5

What type of encryption is used for alert channel (control channel) communication between the Sensor and the
Manager?

A. SSL with RC4

B. SSL with MD5

C. SSL with RC4 and MD5
D. DES

Correct Answer: C
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