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QUESTION 1

You administer your company\\'s Web site, which contains executable programs. You want to provide the highest level
of trust to Internet users who download your programs, and you want to ensure that users\\' browsers will allow them to

download the programs. Your company\\'s network includes an enterprise root Certification Authority (CA) and an
issuing enterprise subordinate CA.

Which of the following actions should you take?

A. Request a Code Signing certificate from your company\\'s enterprise subordinate CA.

B. Request a Code Signing certificate from a commercial CA.

C. Request a User Signature Only certificate from your company\\'s enterprise subordinate CA.
D. Request a User Signature Only certificate from a commercial CA.

Correct Answer: B

QUESTION 2

You have an IAS server running Windows Server. It supports a group of RRAS servers used to manage VPN
connections for clients. You are configuring the authentication methods for the IAS server and want to allow the clients
to use smart cards for secure and convenient authentication. Which of the following authentication protocols should you
select?

A. MS-CHAP

B. EAP-TLS

C. MD5 CHAP

D. MS-CHAP v2

Correct Answer: B

QUESTION 3

The ABC.com network consists of a single Active Directory domain named ABC.com. All servers on the ABC.com
network run Windows Server. Your instruction is to set up a child domain named us.ABC.com.

You install Windows Server on a new standalone server named ABC-DC03 and manually assign an IP address. You
attempt to run dcpromo to promote ABC-DCO03 to a domain controller. You select the new domain in an existing forest

option. The wizard prompts you for the network credentials to join the us.ABC.com to the ABC.com forest. You then
receive an error message indicating that a domain controller in the ABC.com domain cannot be found.

How can you ensure that ABC-DCO03 can be promoted to a domain controller in the us.ABC.com domain?

A. By installing the DNS Server service on ABC-DCO03.
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B. By creating a host (A) record for ABC-DCO03 on a DNS server in the ABC.com domain.

C. By first joining ABC-DCO03 to a workgroup named us.ABC.com.

D. By having the ABC-DCO03 client DNS settings configured to use a DNS server in the ABC.com domain.
E. By creating a delegation on a ABC.com DNS server to delegate the us.ABC.com zone to ABC-DCO03.

Correct Answer: D

QUESTION 4

You have configured a WAP using the EAP-TLS protocol. The WAP is connected to a LAN with a Windows Server
server. Which of the following additional tasks may be necessary to ensure that wireless clients can connect? (Choose
all that apply.)

A. Enable PPP authentication.

B. Issue computer certificates to clients.

C. Issue user certificates or smart cards to users.

D. Install and configure IAS.

Correct Answer: BC

QUESTION 5

The ABC.com network consists of a single Active Directory domain named ABC.com.

You deploy an enterprise certification authority (CA) on a Windows Server computer named ABC-CA1. The primary
purpose of the CA is issue company users with digital certificates to enable them to authenticate with the new company
Intranet website. You create a new certificate template named Web Authentication. You enable the Web Authentication
certificate template on ABC-CAL1 and configure the default domain group policy so that users who log on to the domain
receive a Web

Authentication certificate.

The following morning users complain that they do not have certificates which can be used to authenticate to the
Intranet Web site.

How can you ensure the users are issued with a certificate?
A. By configuring ABC-CAL to be an Enterprise Subordinate CA of a public CA such as Verisign.

B. By modifying the permissions of the Web Authentication certificate template to give the Domain Users group the
Allow — Autoenroll permission.

C. By adding your Domain Admin user account to the Cert Managers group in Active Directory.
D. By configuring the Default Domain Controllers GPO to assign the certificates to users when they log on.

Correct Answer: B
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