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QUESTION 1

How is Diffie-Hellman referred to when it is used in IKE phase 27?
A. PFA

B. PFS

C.SsCs

D. SFS

Correct Answer: B

QUESTION 2

Which two statements are accurate about AH packets? (Choose two.)
A. AH authenticates the complete packet.

B. AH offers enhanced security over ESP.

C. AH allows the creation of unencrypted VPN networks.

D. AH cannot traverse NAT devices when operating in transport mode.

Correct Answer: CD

QUESTION 3

-- Exhibit -
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-- Exhibit -Click the Exhibit button.

In the exhibit, if you configure NAT-src on interface e0/4, and specify a DIP with address 143.45.56.31,
which address will be used as the outbound source address of packets destined for the Internet?

A. 143.45.56.1

B. 143.45.56.31

C. 143.45.56.254

D. the original source address

Correct Answer: B

QUESTION 4

Your VPN is failing during Phase 2 negotiation, and you are the initiator. You check your local event log and see IPSec
messages but no failures.

What is the next logical troubleshooting step?
A. View the event log of the responding gateway.
B. Configure the peer-id on your local IKE gateway.

C. Double check routing reacheability to the remote network.
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D. Turn on logging in the policy and check the event logs again.

Correct Answer: A

QUESTION 5

You are looking at the event log of the initiating device and it says Received notify message for DOI . What is likely to be
the problem?

A. Phase 2 PFS failure

B. Phase 1 gateway failure

C. Phase 1 proposal mismatch
D. Phase 2 proposal mismatch

Correct Answer: D
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