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QUESTION 1

HostA is in the Trust zone and has an IP address of. ServerA is a Web server in the DMZ zone and has an IP address
of. Which three configuration statements are required to allow traffic from HostA to communicate with ServerA? (Choose
three.)

A. ssgb-> set address Trust HostA /32

B. ssg5-> set policy from DMZ to Trust ANY ANY ANY permit

C. ssg5-> set address DMZ ServerA /32

D. ssg5-> set policy from Trust to DMZ HostA ServerA HTTP permit

E. ssg5-> set address Trust HostA /32

Correct Answer: CDE

QUESTION 2

You have configured a secondary path for the NSRP cluster. Which type of traffic is sent over the secondary path?
A. NSRP heartbeats

B. RTO message sync

C. NSRP data packet forwarding

D. configuration sync messages

Correct Answer: A

QUESTION 3

Which ScreenOS security feature helps protect against port scans and denial of service attacks?
A. session-based stateful firewall

B. Screen options

C. security policies

D. IPsec VPNs

Correct Answer: B

QUESTION 4

You want to set up a last resort route and prevent route lookups in either the source-based routing table or the
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destination-based routing table. What should you do?

A. Disable SIBR and create a default route in the trust-vr table using the null interface as the outgoing interface with a
higher metric than other routes.

B. Disable SIBR and create a default route in the trust-vr table using the null interface as the outgoing interface with a
lower metric than other routes.

C. Enable SIBR and create a default route in the SIBR table using the null interface as the outgoing interface with a
higher metric than other routes.

D. Enable SIBR and create a default route in the SIBR table using the null interface as the outgoing interface with a
lower metric than other routes.

Correct Answer: C

QUESTION 5

Network traffic with a source IP of 192.168.100.60, destination IP of 8.8.8.8, and a destination port of 80 is sent through
the ScreenOS device. The inbound zone is Trust, the outbound zone is Untrust. Based on the policy configuration
shown in the exhibit, what happens to this traffic?

set address "Trust"™ "1592.1ed.100.50/32" 152.168.100.50 255.255.255.2585

set address "Untrust"™ "8.8.8.8/32" 3.8.8.8 Z55.255.255.2535

set policy id £ from "Trust"™ to "Untrust™ "1592.168.100.50/32" "aAny"™ "HTTE" permit

set policy id 2

set policy id 3 from "Trust"™ to "Untrust®™ "192,.168.100.50/32" "B.B.B.8/3Z" "HITE" deny
set policy id 3

set policy globel id 4 from "@lobal" to "Global"™ ‘"Any" "any" "HTTP" permit

set policy id 4

A. The traffic is denied by default policy.
B. Traffic is denied by policy ID 3.

C. Traffic is permitted by the global policy.
D. Traffic is permitted by policy ID 2.
Correct Answer: C

Explanation:
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