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QUESTION 1

Your company has 500 branch sites and the CIO is concerned about minimizing the potential impact of a VPN router
being stolen from an enterprise branch site. You want the ability to quickly disable a stolen VPN router while minimizing
administrative overhead.

Which solution accomplishes this task?

A. Implement a certificate-based VPN using a public key infrastructure (PKI)

B. Modify your IKE proposals to use Diffie-Hellman group 14 or higher

C. Use firewall filters to block traffic from the stolen VPN router

D. Rotate VPN pre-shared keys every month

Correct Answer: C

QUESTION 2

You are using SRX Series devices to secure your network and you require sandboxing for malicious file detonation.
However, per company policy, you cannot send potentially malicious files outside your network for sandboxing.

Which feature should you use in this situation?
A. Sky ATP

B. UTM antivirus

C.IPS

D. JATP

Correct Answer: D

Juniper Advanced Threat Prevention Appliance Reference: https://www.juniper.net/us/en/products-services/security/srx-
series/datasheets/1000654.page

QUESTION 3

You work for an ISP that wants to implement remote-triggered black hole (RTBH) filters. What are three considerations
in this scenario? (Choose three.)

A. Source RTBH can block legitimate traffic on the network
B. BGP FlowSpec improves the RTBH model by implementing dynamic firewall filters
C. Source RTBH requires uRPF to be implemented on the service provider\\'s network core

D. Destination RTBH requires uRPF to be implemented on the service provider\\'s network edge
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E. Destination RTBH essentially completes the attack on the victim\\'s IP

Correct Answer: ABC

QUESTION 4

Which solution centralizes the management of security devices in your data center?
A. Juniper Networks Secure Analytics

B. J-Web

C. Junos Space Security Director

D. Junos CLI

Correct Answer: C

QUESTION 5

You are concerned about malicious attachments being transferred to your e-mail server at work through encrypted
channels. You want to block these malicious files using your SRX Series device.

Which two features should you use in this scenario? (Choose two.)
A. Sky ATP SMTP scanning

B. Sky ATP HTTP scanning

C. SSL forward proxy

D. SSL reverse proxy

Correct Answer: AC

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-
atp/help/informationproducts/pathway-pages/email-scanning-sky-atp.html
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