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QUESTION 1

You are designing a data center interconnect between two sites across a service provider Layer 2 leased line. The sites
require Layer 2 connectivity between hosts, and the connection must be secure.

In this scenario, what will accomplish this task?
A. IRB VLAN routing

B. MACsec encryption

C. EVPN over IPsec

D. IPsec encryption

Correct Answer: B

Reference:

https://www.juniper.net/documentation/en_US/junos/topics/concept/macsec.html

QUESTION 2

You are designing a corporate WAN using SRX Series devices as a combined firewall and router at each site.
Regarding packet-mode and flow-mode operations in this scenario, which statement is true?

A. Packet-mode on SRX Series devices is required for deep packet inspection

B. Packet-mode is only supported on high-end SRX Series devices

C. An SRX Series device in flow-mode cannot forward packet-mode traffic

D. Flow-mode on SRX Series devices is required for security services

Correct Answer: D

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-srx-devicesprocessing-
overview.xml.html

QUESTION 3

You work for an ISP that wants to implement remote-triggered black hole (RTBH) filters. What are three considerations
in this scenario? (Choose three.)

A. Source RTBH can block legitimate traffic on the network
B. BGP FlowSpec improves the RTBH model by implementing dynamic firewall filters

C. Source RTBH requires uRPF to be implemented on the service provider\\'s network core
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D. Destination RTBH requires uRPF to be implemented on the service provider\\'s network edge
E. Destination RTBH essentially completes the attack on the victim\\'s IP

Correct Answer: ABC

QUESTION 4

You are concerned about users attacking the publicly accessible servers in your data center through encrypted
channels. You want to block these attacks using your SRX Series devices.

In this scenario, which two features should you use? (Choose two.)
A. Sky ATP

B. IPS

C. SSL forward proxy

D. SSL reverse proxy

Correct Answer: BC

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-user-auth-ssltls.html

QUESTION 5

You have a campus location with multiple WAN links. You want to specify the primary link used for your VolP traffic.
In this scenario, which type of WAN load balancing would you use?

A. BGP

B. OSPF

C. FBF

D. ECMP

Correct Answer: C

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-applicationadvanced-policy-
based-routing.html
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