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QUESTION 1

You are creating a security design proposal for an enterprise customer. As part of the design, you are implementing
802.1x authentication on your EX Series devices. 

In this scenario, which two statements are correct? (Choose two.) 

A. The supplicant is the device that prevents the authenticator\\'s access until it is authenticated 

B. The supplicant is the device that is being authenticated 

C. The authenticator is the device that is being authenticated 

D. The authenticator is the device that prevents the supplicant\\'s access until it is authenticated 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/802-1x-authenticationswitching-
devices.html 

 

QUESTION 2

You are designing a DDoS solution for an ISP using BGP FlowSpec. You want to ensure that BGP FlowSpec does not
overwhelm the ISP\\'s edge routers. 

Which two requirements should be included in your design? (Choose two.) 

A. Specify a maximum number BGP FlowSpec prefixes per neighbor 

B. Implement a route policy to limit advertised routes to /24 subnets 

C. Implement a route policy to limit advertised routes to any public IP space 

D. Specify a maximum number of BGP FlowSpec prefixes per device 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/day-one-books/DO_BGP_FLowspec.pdf 

 

QUESTION 3

You are using SRX Series devices to secure your network and you require sandboxing for malicious file detonation.
However, per company policy, you cannot send potentially malicious files outside your network for sandboxing. 

Which feature should you use in this situation? 

A. Sky ATP 

B. UTM antivirus 

C. IPS 
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D. JATP 

Correct Answer: D 

Juniper Advanced Threat Prevention Appliance Reference: https://www.juniper.net/us/en/products-services/security/srx-
series/datasheets/1000654.page 

 

QUESTION 4

Your company has outgrown its existing secure enterprise WAN that is configured to use OSPF, AutoVPN, and IKE
version 1. You are asked if it is possible to make a design change to improve the WAN performance without purchasing
new hardware. 

Which two design changes satisfy these requirements? (Choose two.) 

A. Modify the IPsec proposal from AES-128 to AES-256 

B. Change the IGP from OSPF to IS-IS 

C. Migrate to IKE version 2 

D. Implement Auto Discovery VPN 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 5

You are designing a corporate WAN using SRX Series devices as a combined firewall and router at each site. 

Regarding packet-mode and flow-mode operations in this scenario, which statement is true? 

A. Packet-mode on SRX Series devices is required for deep packet inspection 

B. Packet-mode is only supported on high-end SRX Series devices 

C. An SRX Series device in flow-mode cannot forward packet-mode traffic 

D. Flow-mode on SRX Series devices is required for security services 

Correct Answer: D 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-srx-devicesprocessing-
overview.xml.html 
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