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QUESTION 1

Which of the following access controls enforces permissions based on data labeling at specific levels? 

A. Mandatory access control 

B. Separation of duties access control 

C. Discretionary access control 

D. Role based access control 

Correct Answer: A 

In a MAC environment everything is assigned a classification marker. Subjects are assigned a clearance level and
objects are assigned a sensitivity label. 

Incorrect Answers: 

B: Separation of duties divides administrator or privileged tasks into separate groupings, which in turn, is individually
assigned to unique administrators. It does not involve labelling at specific levels. 

C: Discretionary access control (DAC) allows access to be granted or restricted by an object\\'s owner based on user
identity and on the discretion of the object owner. It does not involve labelling at specific levels. 

D: Basically, Role-based Access Control is based on a user\\'s job description. It does not involve labelling at specific
levels. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 278- 284. 

 

QUESTION 2

Public keys are used for which of the following? 

A. Decrypting wireless messages 

B. Decrypting the hash of an electronic signature 

C. Bulk encryption of IP based email traffic 

D. Encrypting web browser traffic 

Correct Answer: B 

The sender uses the private key to create a digital signature. The message is, in effect, signed with the private key. The
sender then sends the message to the receiver. The receiver uses the public key attached to the message to validate
the digital signature. If the values match, the receiver knows the message is authentic. 

Incorrect Answers: 

A: Wireless traffic is not decrypted by public keys. 
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C: Public keys are not used to encrypt email traffic. 

D: Public keys are not used to encrypt web browser traffic. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
279-285 

 

QUESTION 3

An SSL/TLS private key is installed on a corporate web proxy in order to inspect HTTPS requests. Which of the
following describes how this private key should be stored so that it is protected from theft? 

A. Implement full disk encryption 

B. Store on encrypted removable media 

C. Utilize a hardware security module 

D. Store on web proxy file system 

Correct Answer: C 

Hardware Security Module (HSM) hardware-based encryption solution that is usually used in conjunction with PKI to
enhance security with certification authorities (CAs). It is available as an expansion card and can cryptographic keys,
passwords, or certificates. 

Incorrect Answers: 

A: Device encryption encrypts the data on the device. This feature ensures that the data on the device cannot be
accessed in a useable form should the device be stolen. 

B: The SSL/TLS private key needs to be installed on the web proxy in order to inspect HTTPS requests. Moving it to
removable media would not improve its security as the removable media would need to be attacked to the web proxy if
the SSL/TLS private keys are to be used effectively. 

D: The SSL/TLS private key needs to be installed on the web proxy in order to inspect HTTPS requests. However,
simply installing it on the file system does not improve it\\'s security. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
418-419 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 236, 

 

QUESTION 4

An administrator finds that non-production servers are being frequently compromised, production servers are rebooting
at unplanned times and kernel versions are several releases behind the version with all current security fixes. 

Which of the following should the administrator implement? 

A. Snapshots 
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B. Sandboxing 

C. Patch management 

D. Intrusion detection system 

Correct Answer: C 

Patch management is the process of maintaining the latest source code for applications and operating systems by
applying the latest vendor updates. This helps protect a systems from newly discovered attacks and vulnerabilities. 

Incorrect Answers: 

A: Snapshots are backups of virtual machines that can be used to quickly recover from errors or poor updates. It does
not ensure that the latest kernel version with all current security fixes is installed on the system. 

B: Sandboxing is the process of isolating a system before installing new applications on it so as to restrict any potential
malware that may be embedded in the new application from being able to cause harm to production systems. It does
not ensure that the latest kernel version with all current security fixes is installed on the system. 

D: An intrusion detection system (IDS) is an automated system that detects intrusions or security policy violations on
networks or host systems. It does not ensure that the latest kernel version with all current security fixes is installed on
the system. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
204-205, 220 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 21, 231-232,
249, 

 

QUESTION 5

Which of the following provides dedicated hardware-based cryptographic functions to an operating system and its
applications running on laptops and desktops? 

A. TPM 

B. HSM 

C. CPU 

D. FPU 

Correct Answer: A 

Trusted Platform Module (TPM) is a hardware-based encryption solution that is embedded in the system\\'s
motherboard and is enabled or disable in BIOS. It helps with hash key generation and stores cryptographic keys,
passwords, or certificates. 

Incorrect Answers: 

B: Hardware Security Module (HSM) hardware-based encryption solution that is usually used in conjunction with PKI to
enhance security with certification authorities (CAs). It is available as an expansion card and can cryptographic keys,
passwords, or certificates. However, the HSM secures communication between devices rather than the data on the
device. 
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C: A Central Processing Unit (CPU) does not provide cryptographic functions. 

D: A Floating-point Unit (FPU) is a math coprocessor designed to carry out operations on floating point numbers. IT
does not provide cryptographic functions. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
237, 238 
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