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QUESTION 1

A company uses PGP to ensure that sensitive email is protected. Which of the following types of cryptography is being
used here for the key exchange? 

A. Symmetric 

B. Session-based 

C. Hashing 

D. Asymmetric 

Correct Answer: A 

PGP combines symmetric-key encryption and public-key encryption. The message is encrypted using a symmetric
encryption algorithm, which requires a symmetric key. Each symmetric key is used only once and is also called a
session key. 

Incorrect Answers: 

B: They key is a session key, but it is calculated using symmetric encryption. 

C: PGP using hashing to create a digital signature from the plaintext, not for the key exchange. 

D: PGP uses symmetric-key encryption, not asymmetric. 

References: http://en.wikipedia.org/wiki/Pretty_Good_Privacy Dulaney, Emmett and Chuck Eastton, CompTIA Security+
Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 272-273 

 

 

QUESTION 2

In which of the following steps of incident response does a team analyse the incident and determine steps to prevent a
future occurrence? 

A. Mitigation 

B. Identification 

C. Preparation 

D. Lessons learned 

Correct Answer: D 

Incident response procedures involves in chronological order: Preparation; Incident identification; Escalation and
notification; Mitigation steps; Lessons learned; Reporting; Recover/reconstitution procedures; First responder; Incident
isolation (Quarantine; Device removal); Data breach; Damage and loss control. Thus lessons are only learned after the
mitigation occurred. For only then can you `step back\\' and analyze the incident to prevent the same occurrence in
future. 
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Incorrect Answers: 

A: Mitigation is accomplished anytime that any steps has been taken to reduce risk. 

B: When responding to an incident the identification of the incident is essential to know how to handle the incident and
then take steps. This happens way before an incident is analyzed to determine which steps to take to prevent the same
occurrence in future. 

C: Preparation involves all the preventative measures that are taken to prevent any risk incident. This does not means
that an incident already occurred as is alluded to in the question. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 429 

 

QUESTION 3

A process in which the functionality of an application is tested without any knowledge of the internal mechanisms of the
application is known as: 

A. Black box testing 

B. White box testing 

C. Black hat testing 

D. Gray box testing 

Correct Answer: A 

Black-box testing is a method of software testing that examines the functionality of an application without peering into its
internal structures or workings. This method of test can be applied to virtually every level of software testing: unit,
integration, system and acceptance. It typically comprises most if not all higher level testing, but can also dominate unit
testing as well. Specific knowledge of the application\\'s code/internal structure and programming knowledge in general
is not required. The tester is aware of what the software is supposed to do but is not aware of how it does it. For
instance, the tester is aware that a particular input returns a certain, invariable output but is not aware of how the
software produces the output in the first place. 

Incorrect Answers: 

B: White-box testing (also known as clear box testing, glass box testing, transparent box testing, and structural testing)
is a method of testing software that tests internal structures or workings of an application, as opposed to its functionality 

(i.e. black-box testing). In white-box testing an internal perspective of the system, as well as programming skills, are
used to design test cases. The tester chooses inputs to exercise paths through the code and determine the appropriate 

outputs. This is analogous to testing nodes in a circuit, e.g. in-circuit testing (ICT). White-box testing can be applied at
the unit, integration and system levels of the software testing process. Although traditional testers tended to think of
white-

box testing as being done at the unit level, it is used for integration and system testing more frequently today. It can test
paths within a unit, paths between units during integration, and between subsystems during a systemlevel test. This 
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QUESTION 4

Which of the following is a vulnerability associated with disabling pop-up blockers? 

A. An alert message from the administrator may not be visible 

B. A form submitted by the user may not open 

C. The help window may not be displayed 

D. Another browser instance may execute malicious code 

Correct Answer: D 

Pop-up blockers prevent websites from opening new browser windows without the users consent. These are often used
for advertisements but can also be used to distribute malicious code. 

Incorrect Answers: 

A, B, C: Pop-up windows are browser windows that are opened without the consent of the user. 

They are not alert messages, forms or the help window. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, p 246 Dulaney, Emmett and
Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 222 

 

QUESTION 5

Which of the following assessment techniques would a security administrator implement to ensure that systems and
software are developed properly? 

A. Baseline reporting 

B. Input validation 

C. Determine attack surface 

D. Design reviews 

Correct Answer: D 

When implementing systems and software, an important step is the design of the systems and software. The systems
and software should be designed to ensure that the system works as intended and is secure. 

The design review assessment examines the ports and protocols used, the rules, segmentation, and access control in
the system or application. A design review is basically a check to ensure that the design of the system meets the
security 

requirements. 

Incorrect Answers: 

A: A baseline report compares the current status of network systems in terms of security updates, performance or other
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metrics to a predefined set of standards (the baseline). Baseline reporting should take place after the systems and 

software have been designed, the design reviewed and the systems and software have been implemented. Therefore,
this answer is incorrect. 

B: Input validation can improve application performance by catching malformed input in the application that could cause
problems with the output. For example, if a user is expected to enter a number into a field in the application, input 

validation can be used to ensure that the input is numeric and not text. Input validation is a part of application design. It
can also be used to prevent attacks such as cross-site scripting and SQL injection. However, it is not part of general 

system design. 

Therefore, this answer is incorrect. 

C: Determining attack surface is a security practice that is performed after a system or software application has been
implemented. However, this question is asking about the development of systems and software. The `development\\' is 

performed before the systems are implemented. 

Therefore, this answer is incorrect. 
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