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QUESTION 1

Deploying a wildcard certificate is one strategy to: 

A. Secure the certificate\\'s private key. 

B. Increase the certificate\\'s encryption key length. 

C. Extend the renewal date of the certificate. 

D. Reduce the certificate management burden. 

Correct Answer: D 

A wildcard certificate is a public key certificate which can be used with multiple subdomains of a domain. This saves
money and reduces the management burden of managing multiple certificates, one for each subdomain. 

A single Wildcard certificate for *.example.com, will secure all these domains: payment.example.com
contact.example.com login-secure.example.com www.example.com 

Because the wildcard only covers one level of subdomains (the asterisk doesn\\'t match full stops), these domains
would not be valid for the certificate: test.login.example.com 

Incorrect Answers: 

A: A wildcard certificate is not used to secure the certificate\\'s private key. A private key is typically installed into a
certificates store on a server. 

B: The certificate\\'s encryption key length is specified when the certificate is requested whether it\\'s a wildcard
certificate or a single domain certificate. To increase the certificate\\'s encryption key length, you would need to request
a new certificate. A wildcard certificate is not used increase the certificate\\'s encryption key length. 

C: You cannot extend the renewal date of a certificate. A certificate when requested will be valid for a set period of time,
typically one or two years. When the certificate expires, it must be renewed by requesting a new certificate. 

References: http://en.wikipedia.org/wiki/Wildcard_certificate 

 

QUESTION 2

Which of the following should Jane, a security administrator, perform before a hard drive is analyzed with forensics
tools? 

A. Identify user habits 

B. Disconnect system from network 

C. Capture system image 

D. Interview witnesses 

Correct Answer: C 

Capturing an image of the operating system in its exploited state can be helpful in revisiting the issue after the fact to
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learn more about it. Very much as helpful in same way that a virus sample is kept in laboratories to study later after a
breakout. Also you should act in the order of volatility which states that the system image capture is first on the list of a
forensic analysis. 

Incorrect Answers: 

A: User habits involves password behavior, data handling, clean desk issues, tail gating and personally owned devices
that they bring to the workplace. Not useful to analyze a hard drive with forensic tools. 

B: Disconnecting the system from the network will change the state that the hard drive is in at present and as such
disconnecting will defeat the purpose of the analysis with forensic tools. 

D: Interviewing witnesses would be the users and not the hard drive which is to be forensically analyzed. Though
important, it just refers to the fact that the sooner you learn about what happened from witnesses the better since over
time, details and reflections can change and you would want to collect their thoughts before such changes occur. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
453-454 

 

QUESTION 3

A system administrator is setting up a file transfer server. The goal is to encrypt the user authentication and the files the
user is sending using only a user ID and a key pair. Which of the following methods would achieve this goal? 

A. AES 

B. IPSec 

C. PGP 

D. SSH 

Correct Answer: D 

 

QUESTION 4

The server administrator has noted that most servers have a lot of free disk space and low memory utilization. Which of
the following statements will be correct if the server administrator migrates to a virtual server environment? 

A. The administrator will need to deploy load balancing and clustering. 

B. The administrator may spend more on licensing but less on hardware and equipment. 

C. The administrator will not be able to add a test virtual environment in the data center. 

D. Servers will encounter latency and lowered throughput issues. 

Correct Answer: B 

Migrating to a virtual server environment reduces cost by eliminating the need to purchase, manage, maintain and
power physical machines. The fewer physical machines you have, the less money it costs. 
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Incorrect Answers: 

A, C, D: Virtualization allows you to manage and maintain servers as discrete software components, rapidly create new
servers from pre-defined and configured images, and reallocate resources to optimize performance and stability. Virtual 

servers are contained entirely as a software object, so you can easily and seamlessly migrate them to other physical
hardware whenever necessary. 

References: 

https://technet.microsoft.com/en-us/magazine/gg602472.aspx 

 

QUESTION 5

A user casually browsing the Internet is redirected to a warez site where a number of pop-ups appear. After clicking on
a pop-up to complete a survey, a drive-by download occurs. Which of the following is MOST likely to be contained in the
download? 

A. Backdoor 

B. Spyware 

C. Logic bomb 

D. DDoS 

E. Smurf 

Correct Answer: B 

Spyware is software that is used to gather information about a person or organization without their knowledge and
sends that information to another entity. Whenever spyware is used for malicious purposes, its presence is typically
hidden from the user and can be difficult to detect. Some spyware, such as keyloggers, may be installed by the owner of
a shared, corporate, or public computer intentionally in order to monitor users. 

Incorrect Answers: 

A: A backdoor in a computer system (or cryptosystem or algorithm) is a method of bypassing normal authentication,
securing unauthorized remote access to a computer, obtaining access to plaintext, and so on, while attempting to
remain 

undetected. The backdoor may take the form of an installed program (e.g., Back Orifice) or may subvert the system
through a rootkit. A backdoor is not what is described in this question. Therefore, this answer is incorrect. 

C: A logic bomb is a piece of code intentionally inserted into a software system that will set off a malicious function when
specified conditions are met. For example, a programmer may hide a piece of code that starts deleting files should they 

ever be terminated from the company. A logic bomb is not what is described in this question. Therefore, this answer is
incorrect. 

D: A Distributed Denial of Service (DDoS) attack is an attack from several different computers targeting a single
computer. Malware can carry DDoS attack mechanisms; one of the better-known examples of this was MyDoom. Its
DoS 

mechanism was triggered on a specific date and time. This type of DDoS involved hardcoding the target IP address
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prior to release of the malware and no further interaction was necessary to launch the attack. 

ADDoS attack is not what is described in this question. 

E: A smurf attack is a type of network security breach in which a network connected to the Internet is swamped with
replies to ICMP echo (PING) requests. A smurf attacker sends PING requests to an Internet broadcast address. These
are 

special addresses that broadcast all received messages to the hosts connected to the subnet. Each broadcast address
can support up to 255 hosts, so a single PING request can be multiplied 255 times. The return address of the request 

itself is spoofed to be the address of the attacker\\'s victim. All the hosts receiving the PING request reply to this
victim\\'s address instead of the real sender\\'s address. A single attacker sending hundreds or thousands of these PING
messages 

per second can fill the victim\\'s T-1 (or even T-3) line with ping replies, bring the entire Internet service to its knees.
Smurfing falls under the general category of Denial of Service attacks -- security attacks that don\\'t try to steal
information, but 

instead attempt to disable a computer or network. A smurf attack is not what is described in this question. Therefore,
this answer is incorrect. 

References: 

http://en.wikipedia.org/wiki/Spyware 

http://en.wikipedia.org/wiki/Logic_bomb 

http://en.wikipedia.org/wiki/Denial-of-service_attack 

http://www.webopedia.com/TERM/S/smurf.html 
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