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QUESTION 1

Establishing a published chart of roles, responsibilities, and chain of command to be used during a disaster is an
example of which of the following? 

A. Fault tolerance 

B. Succession planning 

C. Business continuity testing 

D. Recovery point objectives 

Correct Answer: B 

Succession planning outlines those internal to the organization that has the ability to step into positions when they open.
By identifying key roles that cannot be left unfilled and associating internal employees who can step into these roles,
you can groom those employees to make sure that they are up to speed when it comes time for them to fill those
positions. 

Incorrect Answers: 

A: Fault tolerance refers to the ability of a system to sustain operations in the event of a component failure. 

C: Business Continuity testing is mainly concerned with the processes, policies, and methods that an organization uses
to minimize the impact any type of failure would have and to make sure that the business continues. 

D: Recovery point objectives define the point at which the system needs to be restored and usually matches the status
quo prior to failure. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 33,
454 

 

QUESTION 2

A security audit identifies a number of large email messages being sent by a specific user from their company email
account to another address external to the company. These messages were sent prior to a company data breach, which
prompted the security audit. The user was one of a few people who had access to the leaked data. Review of the
suspect\\'s emails show they consist mostly of pictures of the user at various locations during a recent vacation. No
suspicious activities from other users who have access to the data were discovered. 

Which of the following is occurring? 

A. The user is encrypting the data in the outgoing messages. 

B. The user is using steganography. 

C. The user is spamming to obfuscate the activity. 

D. The user is using hashing to embed data in the emails. 
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Correct Answer: B 

Steganography is the process of hiding one message in another. Steganography may also be referred to as electronic
watermarking. It is also the process of hiding a message in a medium such as a digital image, audio fi le, or other fi le. In
theory, doing this prevents analysts from detecting the real message. You could encode your message in another file or
message and use that file to hide your message. 

Incorrect Answers: 

A: Encrypting data means securing the data. 

C: Spamming is any unwanted email. 

D: Hashing refers to the hash algorithms used in cryptography. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
248, 255, 261 

 

QUESTION 3

A program displays: 

ERROR: this program has caught an exception and will now terminate. Which of the following is MOST likely
accomplished by the program\\'s behavior? 

A. Operating system\\'s integrity is maintained 

B. Program\\'s availability is maintained 

C. Operating system\\'s scalability is maintained 

D. User\\'s confidentiality is maintained 

Correct Answer: A 

The purpose of error handling is to maintain the security and integrity of the system. Integrity is compromised when
unauthorized modification occurs. 

Incorrect Answers: 

B: Availability is the process of ensuring that authorized users have access to the data and systems that they require.
Data backups, redundant systems, and disaster recovery plans can be used to support availability, not error and
exception handling. 

C: Scalability is the ability of a system to adapt to increased demand. Error handling does not contribute to a system\\'s
scalability. 

D: Confidentiality is maintained when unauthorized users do not have access to sensitive information. Error and
Exception handling is not related to this. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 259,
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QUESTION 4

The network administrator is responsible for promoting code to applications on a DMZ web server. Which of the
following processes is being followed to ensure application integrity? 

A. Application hardening 

B. Application firewall review 

C. Application change management 

D. Application patch management 

Correct Answer: C 

Change management is the structured approach that is followed to secure a company\\'s assets. Promoting code to
application on a SMZ web server would be change management. 

Incorrect Answers: 

A: Application Hardening is a strategy to make servers and workstations less vulnerable to exploitation and attack. 

B: Application firewall review is a strategy used to look for risk, threat, and vulnerability. 

D: Application patch management is used to support ownership in that it will keep your software up to date. In most
cases the software would be the operating system rather than applications. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 10,
215-218, 345 

 

QUESTION 5

A company has several conference rooms with wired network jacks that are used by both employees and guests.
Employees need access to internal resources and guests only need access to the Internet. Which of the following
combinations is BEST to meet the requirements? 

A. NAT and DMZ 

B. VPN and IPSec 

C. Switches and a firewall 

D. 802.1x and VLANs 

Correct Answer: D 

802.1x is a port-based authentication mechanism. It\\'s based on Extensible Authentication Protocol (EAP) and is
commonly used in closed-environment wireless networks. 802.1x was initially used to compensate for the weaknesses
of Wired Equivalent Privacy (WEP), but today it\\'s often used as a component in more complex authentication and
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connection-management systems, including Remote Authentication Dial-In User Service (RADIUS), Diameter, Cisco
System\\'s Terminal Access Controller Access-Control System Plus (TACACS+), and Network Access Control (NAC). 

A virtual local area network (VLAN) is a hardware-imposed network segmentation created by switches. By default, all
ports on a switch are part of VLAN 1. But as the switch administrator changes the VLAN assignment on a port-by-port
basis, various ports can be grouped together and be distinct from other VLAN port designations. VLANs are used for
traffic management. Communications between ports within the same VLAN occur without hindrance, but
communications between VLANs require a routing function. 

Incorrect Answers: 

A: NAT converts the IP addresses of internal systems found in the header of network packets into public IP addresses.
A demilitarized zone (DMZ) is an area of a network that is designed specifically for public users to access. 

B: A virtual private network (VPN) is a communication tunnel between two entities across an intermediary network. In
most cases, the intermediary network is an untrusted network, such as the Internet, and therefore the communication
tunnel is also encrypted. Internet Protocol Security (IPSec) is both a stand-alone VPN protocol and a module that can
be used with L2TP. 

C: A switch is a networking device used to connect other devices together and potentially implement traffic management
on their communications. Firewalls manage traffic using filters. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 6, 11, 21, 23, 27, 39, 53. 
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