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QUESTION 1

After a production outage, which of the following documents contains detailed information on the order in which the
system should be restored to service? 

A. Succession planning 

B. Disaster recovery plan 

C. Information security plan 

D. Business impact analysis 

Correct Answer: B 

A disaster-recovery plan, or scheme, helps an organization respond effectively when a disaster occurs. Disasters may
include system failure, network failure, infrastructure failure, and natural disaster. The primary emphasis of such a plan
is reestablishing services and minimizing losses. 

Incorrect Answers: 

A: Succession planning outlines those internal to the organization that has the ability to step into positions when they
open. By identifying key roles that cannot be left unfilled and associating internal employees who can step into these
roles, you can groom those employees to make sure that they are up to speed when it comes time for them to fill those
positions. 

C: Information security plan focusses on the integrity and confidentiality of documents. 

D: A business impact analysis is part of the business continuity planning and focuses on evaluating the processes. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 29,
433-434, 454 

 

QUESTION 2

A security administrator has concerns about new types of media which allow for the mass distribution of personal
comments to a select group of people. To mitigate the risks involved with this media, employees should receive training
on which of the following? 

A. Peer to Peer 

B. Mobile devices 

C. Social networking 

D. Personally owned devices 

Correct Answer: C 

There many companies that allow full use of social media in the workplace, believing that the marketing opportunities it
holds outweigh any loss in productivity. What they are unknowingly minimizing are the threats that exist. Rather than
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being all new threats, the social networking/media threats tend to fall in the categories of the same old tricks used
elsewhere but in a new format. A tweet can be sent with a shortened URL so that it does not exceed the 140- character
limit set by Twitter; unfortunately, the user has no idea what the shortened URL leads to. This makes training your
employees regarding the risks social networking entails essential. 

Incorrect Answers: 

A: Peer-to-peer training is not going to mitigate security risks that are meant for mass distribution as social networking is
designed to do. 

B: Mobile devices are used to produce and send personal messages on a mass distribution basis as is facilitated by
twitter, etc. these are social networking and to mitigate risks with this media your employees must be trained in the
dangers that social networking poses. You cannot expect of your employees to leave their cell phones, etc. some other
place when they are at work. 

D: Personally owned devices can lead to company information getting intermingled with personal information that
employees can put at risk not media that allows for mass distribution of personal comments. 

References: 

Dul Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
404, 406 http://whatis.techtarget.com/definition/social-media 

 

QUESTION 3

Which of the following concepts is used by digital signatures to ensure integrity of the data? 

A. Non-repudiation 

B. Hashing 

C. Transport encryption 

D. Key escrow 

Correct Answer: B 

Most digital signature implementations also use a hash to verify that the message has not been altered, intentionally or
accidently, in transit. 

Incorrect Answers: 

A: Regarding digital security, the cryptographical meaning and application of non-repudiation shifts to mean: 

*

 A service that provides proof of the integrity and origin of data. 

*

 An authentication that can be asserted to be genuine with high assurance. 

B: Digital signatures are not implemented through transport encryption. 

D: Key escrow addresses the possibility that a third party may need to access keys. Under the conditions of key escrow,
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the keys needed to encrypt/decrypt data are held in an escrow account (think of the term as it relates to home 

mortgages) and made available if that third party requests them. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
249, 255, 261, 262 

 

QUESTION 4

Signed digital certificates used to secure communication with a web server are MOST commonly associated with which
of the following ports? 

A. 25 

B. 53 

C. 143 

D. 443 

Correct Answer: D 

 

QUESTION 5

The security manager received a report that an employee was involved in illegal activity and has saved data to a
workstation\\'s hard drive. During the investigation, local law enforcement\\'s criminal division confiscates the hard drive
as evidence. Which of the following forensic procedures is involved? 

A. Chain of custody 

B. System image 

C. Take hashes 

D. Order of volatility 

Correct Answer: A 

Chain of custody deals with how evidence is secured, where it is stored, and who has access to it. When you begin to
collect evidence, you must keep track of that evidence at all times and show who has it, who has seen it, and where it
has been. 

Incorrect Answers: 

B: A system image is a snapshot of what exists. Capturing an image of the operating system in its exploited state can be
helpful in revisiting the issue after the fact to learn more about it. In this case the evidence has been confiscated which
means that the chain of custody comes into the procedure that was followed. 

C: Taking hashes is part of collecting data to be able to liiustrate the situation if the need arises. In this case evidence
has been confiscated and the chain of custody becomes the important issue. 
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D: Act in Order of Volatility is of importance when dealing with multiple issues. Then you should address them in order
of volatility (OOV); always deal with the most volatile first. In this case there is only one incident and one piece of
evidence that has been confiscated which means that the chain of custody must be observed. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
448, 453, 454 
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