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QUESTION 1

Which of the following would be used when a higher level of security is desired for encryption key storage? 

A. TACACS+ 

B. L2TP 

C. LDAP 

D. TPM 

Correct Answer: D 

Trusted Platform Module (TPM) is a hardware-based encryption solution that is embedded in the system\\'s
motherboard and is enabled or disable in BIOS. It helps with hash key generation and stores cryptographic keys,
passwords, or certificates. 

Incorrect Answers: 

A: Terminal Access Controller Access-Control System (TACACS) is an authentication and authorization system that
accepts credentials from multiple methods, including Kerberos. It is used in client/server network environments to
control access. It does not provide higher levels of security for encryption key storage. 

B: Layer 2 Tunneling Protocol (L2TP) is a used to create a channel for netwrk communication between two systems.
However, it does not secure the data transmitted over the channel. It does not provide higher levels of security for
encryption key storage. 

C: Lightweight Directory Access Protocol (LDAP) is a directory access protocol that allows queries to run against the
directory\\'s database. It does not provide higher levels of security for encryption key storage. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
144, 146, 147, 237 

 

QUESTION 2

Which of the following is a notification that an unusual condition exists and should be investigated? 

A. Alert 

B. Trend 

C. Alarm 

D. Trap 

Correct Answer: A 

We need to look carefully at the wording of the question to determine the answer. This question is asking about an
"unusual condition" that should be investigated. 
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There are different levels of alerts from Critical to Warning to Information only. 

An Alarm would be triggered by a serious definite problem that needs resolving urgently. An "unusual condition"
probably wouldn\\'t trigger an alarm; it is more likely to trigger an Alert. 

Incorrect Answers: 

B: A trend signifies the ongoing status of something. An "unusual condition" may or may not change the trend whereas
an alert is likely to be triggered. Therefore, this answer is incorrect. 

C: An Alarm would be triggered by a serious definite problem that needs resolving urgently. An "unusual condition"
probably wouldn\\'t trigger an alarm; it is more likely to trigger an Alert. Therefore, this answer is incorrect. 

D: A trap is something that is triggered by an event that meets the conditions to trigger to trap. An "unusual condition" is
unlikely to trigger a trap whereas an alert is likely to be triggered. Therefore, this answer is incorrect. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 69,
470 

 

QUESTION 3

After a security incident involving a physical asset, which of the following should be done at the beginning? 

A. Record every person who was in possession of assets, continuing post-incident. 

B. Create working images of data in the following order: hard drive then RAM. 

C. Back up storage devices so work can be performed on the devices immediately. 

D. Write a report detailing the incident and mitigation suggestions. 

Correct Answer: A 

Asset tracking is the process of maintaining oversight over inventory, and ensuring that a device is still in the possession
of the assigned authorized user. 

Incorrect Answers: 

B: Creating images of the data on the hard drive and RAM addresses concerns about digital assets, not physical
assets. 

C: Creating a backup of the storage device addresses concerns about digital assets, not physical assets. 

D: The writing of a report detailing the incident and mitigation suggestions occurs after an incident has been contained. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 95, 106-108, 238 

 

QUESTION 4
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Which of the following techniques can be used to prevent the disclosure of system information resulting from arbitrary
inputs when implemented properly? 

A. Fuzzing 

B. Patch management 

C. Error handling 

D. Strong passwords 

Correct Answer: C 

Exception handling is an aspect of secure coding. When errors occur, the system should revert back to a secure state.
This must be coded into the system by the programmer, and should capture errors and exceptions so that they could be
handled by the application. 

Incorrect Answers: 

A: Fuzzing is a software testing technique that involves providing invalid, unexpected, or random data to as inputs to a
computer program. The program is then monitored for exceptions such as crashes, or failed validation, or memory
leaks. 

B: Patch management is the process of maintaining the latest source code for applications and operating systems. This
helps protect a systems from known attacks and vulnerabilities. 

D: Passwords are used to control access to systems as part of a user authentication process. Strong passwords make it
harder for attackers to guess or crack the passwords. 

References: http://en.wikipedia.org/wiki/Fuzz_testing Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study
Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 218, 220 Stewart, James Michael, CompTIA Security+ Review Guide,
Sybex, Indianapolis, 2014, pp 229, 230, 231-232 

 

QUESTION 5

An online store wants to protect user credentials and credit card information so that customers can store their credit
card information and use their card for multiple separate transactions. 

Which of the following database designs provides the BEST security for the online store? 

A. Use encryption for the credential fields and hash the credit card field 

B. Encrypt the username and hash the password 

C. Hash the credential fields and use encryption for the credit card field 

D. Hash both the credential fields and the credit card field 

Correct Answer: C 

Hashing refers to the hash algorithms used in cryptography. It is used to store data, such as hash tables. One main
characteristic of hashing is that the algorithm must have few or no collisions in hashing two different inputs does not give
the same output. Thus the credential fields should be hashed because anyone customer will have a unique credit card
number/identity and since they will use their credit cards for many different transactions, the credit card field should be
encrypted only, not hashed. 
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Incorrect Answers: 

A: Encryption should be used on the credit card field because the customers could be making many separate
transactions using the same credit card. The credential field should be hashed and not encrypted because anyone
customer would most likely use a credit card to make purchases and not many credit cards to make purchases at the
same online store. 

B: Credit card customers would not be using usernames and passwords to make purchases from an online store. 

D: Hashing the credit card field will limit the customers to one transaction only and not multiple separate transactions. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
255, 291 
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