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QUESTION 1
Determine the types of Attacks from right to specific action.

Select and Place:

Task: Determine the types of attacks below by selecting an option

Types of attacks froem the dropdown st
| -
= Email sent te multiple users PhIShlng
= to a link to verify : I Choose Attack Type i
username/pessword on 0y 2. Pharming
e @)~ | 3.vishing
Phonecalls made to CEQ of 4 Whallng
_‘ nrEsnizatian soing far 6 K—Mas
.-t variguifinanciai data 6.5 ﬁng
.Spoo
7. Hoax
= Phonecall ismade to individual
_’ stating thers was an 1T issue, I Choose Attack T'I'FE_I B ] S pam
L and astad for the user's g Splm

password ower the phone

10. Social Engineering

I Choose Attack Typa |

Afria n:lm)gue asks you

guertisne als persansl ANtUr,

which could be considered I
typical password reset

questions,

Choose Attack Type I
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Task: Determine the types of attacks below by selecting an option
Types of attacks froen the dropsown st

_ Email sent te multiple users .
:ﬁ 1o & linkta verify - 1. Phishing C)@ ?
b (890 2. Pharming

username/pestword on

external site
2° |

Phone calls mede to CEQ of

' ArERA iRt an BGnE far % E X—Mas
varigus financial data 4 E S 1__

. Spoofing
ol
b X 7.Hoax
= Phonecall ismade to individual

' statingthers wasan 1T imsue, 3. Vlﬂhlng 8. Spam

and astad for the user's

pmard overthe phone

Afria nﬂm}g«ue asks you

guarisne afs pargsnal ANtur,
which couldbe considered
typical password reset
guestions,

10. Social Engineering

QUESTION 2
Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
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Question

—_— Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector Target &J\Qﬁntifiea Attack
Targeted u@ : =

~ , ) A biar 'SPEAR PUSHING
Attacker gains confidential # HORX
L company information VISHING

PHISHING
-------------------------------------------------------------------------------------------- PHARMING -~
& ad set of victims | -
Attacker posts link to I o—2s SPEAR PUSHING
Y fake AV software -k . HOAX
mamee. Multiple 2 VISHING
social networks PHISHING
------------------------------------------------------------ Al .. _.PHARMING
| om— L Phone-based victim | -

SPEAR PUSHING
HOAX

L)
- Attacker collecting
.\_-y/ credit card details e, VISHING
@ e PHISHING
“““““““““““““““““““““ R e R e e s e e P ARMING e
L. Attacker mass-mails produ Broad set of recipients | ~]

information to parties SPEAR PUSHING

~y O
M that have already op) # @ HOAX
receiving adverti . LB ;ﬁg::ﬁﬁ
e e - e o e T e PHARMING --------------

A -, Attacker E -
\"._}/‘ resolution entries from legitimate * “ site’ SPEAR PUSHING
' Ay E EEEEEED 1oax

site to fraudulent site
Victims VISHING
m— PHISHING ——————
PHARMING | T
Reset All i
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Question

Show

—_ Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

{&Qﬁmifiea Attack

Attack Vector Target

Targeted CE -
o
e . = EJ T tear @ 'SPEARPUSHING|
Attacker gains confidential * ﬁ HORX
| company information VISHING
PHISHING
e et ot b L e S LI S B e PHARMING -~~~
B : - SPEAR PUSHING -
Attacker posts link to I g ol 7 : Ao tlill
Y fake AV software - e HOAX
m——— Multiple w2 VISHING
social networks PHISHING
R R e R . &, S - --- PHARMING
@TP? &L Phone-based victim | b
~——/,  Altacker collecting 3 % ﬁ(P)EA?(R PAIRHIG
H\w/ credit card details 'C/) ) .! VISHING
/_O\ oo PHISHING
““““““““““““““““““““““ ‘@‘ e L e T L ety
e Attacker mass-mails produ Broad set of recipients | : ,l:
)Y information to parties < * SPEAR PUSHING
!{ that have already op, @ HOAX
receiving adverti .= ‘;‘I_ﬁg:_'l‘:ﬁﬁ
L L T PHARMING -
VL s E . S e
g resolution entries from legitimate * 9 L3 Legitimate site | SPEAR PUSHING
"t site to fraudulent site . 2 : Vit \I:I%?ITNG
t ictims.
' PHISHING -
PHARMING [ prp—
| 5 = Reset All I
o : ;
QUESTION 3

You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When

you have completed the simulation, please select the Done button to submit.

Select and Place:
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Question
- Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab
Printer Laptop @ Lacking Caﬁg_ms n
= i ) @ ~ Safe n
E i ceTv n
! j I Man Trap n
: [_1_3‘9 M 'I |— Biometric Reader n
Praximity Badge n
Cable Locks n

€3 Reset Al

Server Employee laptop

s an - —

Server Server Employee laptop
i (-

Server . Server Employee laptop

Correct Answer:
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Question

Floor Plan —

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Locking Cabinets

Unsupervised Lab

Printer Laptop Laptop Laptop @
i @

| [P 7g |Cable Locks I Lacks-
“““*-IJE\ ccTV
R

Safe

g- Man Trap
4] ,_

- L"x-yﬂ | |Cable Locks Ii Biometric Reader
o

Printer m Laptop Proximity Badge

154
/ ',_;_{\/O Cable Laocks
/@C’/ €3 Reset Al

Office @
! Empl lapt
Proximity Badge iedad \/‘:QK | Server () :np oyee laptop
" ) o & [ ] - \
- ﬁ?r 1 Badae h . l B! i ( . Biometric Reader I
) . ™~~~ —_—

Safe
- ‘-—v
'Q\: an Trap |I - T
B Lacking Cabinets Antyan Server Employee laptop
| Biometric Reader ' l""’"‘w { ! (" . = :
il \@ iometric Reader I
w_ Server Server Employee laptop
= !.._..Wu! (g~ —
Key Box by 4 ‘@ iometric Reader I
QUESTION 4

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.
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Question
Show

= Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port humber can be entered per rule.

Type ANY for all ports. The original firewall configuration can be res t any time
by pressing the reset button. Once you have met the simulatio ements,
click save and then Done to submit.

Public Server Network @ Secure Network

@O

zb Server : Financial Server
192.168.10.5 192.168.100.10

Mail Server
192.168.10.2

DNS Server
192.168.10.3

Internet

: Purchasing Server
E 192.168.100.18

Accounting Human Resources Sales Admin
10.10.8.12 10.10.9.14 10.10.9.16 10.10.9.18 | p,

[

Hot Area:
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Rule # Source

IR g
192.168.10.2/32

192.168.10.3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

= 2 | =
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Destination

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10.3/32
192.168.10.4/32

192.168.10.5:32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5¢ OQ{:
192.168.100.
192.168.

i :f/ :
B s .' v’/@u@@ v

192.168.10,3/32
192.168,10.4032

(:10.9.18/32

—

H 4 | ]

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10,3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Correct Answer:

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
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Port Protocol Action
{Only One Per Rule)
w | P I - i
;;3 ANY Permit
69 TGP Deny
unp
i I | 1
W | ©: v v
o
443 Qi@ ANY Permit
@U unp
L b ! w
443 ANY Permit
22 TEP Deny
69 uppP
443 ANY Permit
22 TCP Deny
69 upp
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)

= 1 [ v v b vi v|
192.168.10.2/32 Any ;‘;3 ANY Bariil
192.168.10.3/32 192.168.10.2/32 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32 @

B2 | g | : i O 3 v
| o
192.168.10.2/32 Any 443 @'@ s Permit
192.168.10.3/32 192.168.10.2/32 3&5 L Deny
192.168.10.4/32 192 168.10.3/32 ~ UOP
192.168.10.5/32 192.168.10.4/32 {: ol
10.10.9.12/32 192.168.10 5 OQ
:g':g'g':;gg 192.168.100.4032 |

Lok 192.168. 40018
@c;/

B3 | o w [ = 5 Y
192.168.10.2/3 Any 443 il Permit
192.168.10.332)| ¢ 192.168.10.2/32 22 1P Deny
192.168.10:432 | 192.168.10.3/32 69 UDP

] 192.168.10.4/32
192.168.10.5/32
<, 192.168.100.10/32
192.168.100.18/32

B 4 | v v ¥ ] 4
192.168.10.2/32 Any 443 sl Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/37 69 uDp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32

192.168.100.18,/32
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QUESTION 5
Drag and drop the correct protocol to its default port.

Select and Place:

Correct Answer:
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