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QUESTION 1
Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:

Question
Show

—_ Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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Correct Answer:
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Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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QUESTION 2

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the

correct order in which the forensic analyst should preserve them.

Select and Place:
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Correct Answer:
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QUESTION 3
Drag and drop the correct protocol to its default port.

Select and Place:

Correct Answer:
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QUESTION 4

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple
times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:
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Controls

Scerren Locks

Company Manager
Smart Phone

Strong Password

Device Encryption

Data Center
Terminal Server

.-: -\.'\-
S
LN
[ i
IS \ =~ &
L ) 21,

Remote Wipe

|.'-I

GPS Tracking &Y
Pop-up Blocker s
Cable Locks — —
Antivirus oL
a _R__,
Host Based Firewall PRI
Proximity Reader &
Shiffer
Mantor ap
Correct Answer:
Controls Company Manager Data Center
Smart Phone Terminal Server
Scerren Locks -*51:%'?‘ 5 Cable Locks
Strong Password (“ " Antivirus
Device Encryjﬁgﬁ Host Based Firewall
Remote Wipe Sniffer
GPS Tracking Mantor ap
: gﬁi}p;up Blocker
Proximity Reader A~
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QUESTION 5

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan ' L_.'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E]

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =
Biometric au![}\qﬁj]catian
One Time Password
Multi-factor—
PAP authentication
PAP) authentication
Biometric authentication
Password ™

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication
Biometric authentication

PIN number

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAFP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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Correct Answer:
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Fingerprint scan

Hardware token

Smart card

Password

PIN number

Retina Scan
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Response

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication
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Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Biometric au![}\qiitlcatian
One Time Password
Multi-f%-;gg‘i’

PAP authentication

_ E@n‘&hﬂ‘uéhtiﬁtiﬂﬂ

(Btometric authentication

i |

Biometric authentication

One Time Password
Multi-factor

PAF authentication
PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

-

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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