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QUESTION 1
Drag and drop the correct protocol to its default port.

Select and Place:

Correct Answer:
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QUESTION 2

You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When
you have completed the simulation, please select the Done button to submit.

Select and Place:
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Question
- Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab
Printer Laptop @ Lacking Caﬁg_ms n
= i ) @ ~ Safe n
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Cable Locks n

€3 Reset Al

Server Employee laptop

s an - —

Server Server Employee laptop
i (-

Server . Server Employee laptop

Correct Answer:
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Question

Floor Plan —

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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QUESTION 3

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.
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Question
Show

= Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port humber can be entered per rule.

Type ANY for all ports. The original firewall configuration can be res t any time
by pressing the reset button. Once you have met the simulatio ements,
click save and then Done to submit.

Public Server Network @ Secure Network

@O

zb Server : Financial Server
192.168.10.5 192.168.100.10

Mail Server
192.168.10.2

DNS Server
192.168.10.3

Internet

: Purchasing Server
E 192.168.100.18

Accounting Human Resources Sales Admin
10.10.8.12 10.10.9.14 10.10.9.16 10.10.9.18 | p,

[

Hot Area:
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Rule # Source

IR g
192.168.10.2/32

192.168.10.3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

= 2 | =
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Destination

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10.3/32
192.168.10.4/32

192.168.10.5:32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5¢ OQ{:
192.168.100.
192.168.

i :f/ :
B s .' v’/@u@@ v

192.168.10,3/32
192.168,10.4032

(:10.9.18/32

—

H 4 | ]

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10,3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Correct Answer:

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
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Port Protocol Action
{Only One Per Rule)
w | P I - i
;;3 ANY Permit
69 TGP Deny
unp
i I | 1
W | ©: v v
o
443 Qi@ ANY Permit
@U unp
L b ! w
443 ANY Permit
22 TEP Deny
69 uppP
443 ANY Permit
22 TCP Deny
69 upp
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)

= 1 [ v v b vi v|
192.168.10.2/32 Any ;‘;3 ANY Bariil
192.168.10.3/32 192.168.10.2/32 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32 @

B2 | g | : i O 3 v
| o
192.168.10.2/32 Any 443 @'@ s Permit
192.168.10.3/32 192.168.10.2/32 3&5 L Deny
192.168.10.4/32 192 168.10.3/32 ~ UOP
192.168.10.5/32 192.168.10.4/32 {: ol
10.10.9.12/32 192.168.10 5 OQ
:g':g'g':;gg 192.168.100.4032 |

Lok 192.168. 40018
@c;/

B3 | o w [ = 5 Y
192.168.10.2/3 Any 443 il Permit
192.168.10.332)| ¢ 192.168.10.2/32 22 1P Deny
192.168.10:432 | 192.168.10.3/32 69 UDP

] 192.168.10.4/32
192.168.10.5/32
<, 192.168.100.10/32
192.168.100.18/32

B 4 | v v ¥ ] 4
192.168.10.2/32 Any 443 sl Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/37 69 uDp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32

192.168.100.18,/32
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QUESTION 4

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firewall [fill put the tabk] to allow these four rules:

Configure the Firewall

Oy alflonw the Acocounting computer tohawve HTTPS aoosss bo the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve access ta both the Administrative Server 1 and Administrative

W

Serveri

IP:10.4.255.1 IP: 10.4.755. 101

-]

Administrative server 2

IP: 10.4.355. 102

HR Accounting IT Cther Department
IP: 10.4.255.10/23 IP; 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:

Source IP Destination IP_Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 TCP @{Q Allow
10.4.255.10 10.4.255.2 Allow
10.4.255.10 10.4.255.101 Allow
10.4.255.10 10.4.255.102 Allow

Mote: All servers in the bottom have the same IP address, so something is wrong with this question.
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QUESTION 5

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple

https://lwww.pass4itsure.com/JK0-018.html
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times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to

submit.

Select and Place:

Controls

Scerren Locks

Company Manager
Smart Phone

Strong Password

Device Encryption

Data Center
Terminal Server

Remote Wipe A C
o \-\H I~
GPS Tracking N
Pop-up Blocker Y
- '*..Ix.p "}h
Cable Locks {f
p— g
Antivirus D>

Host Based Firewall

Proximity Reader

Shiffer

Mantor ap

Correct Answer:
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Strong Password (=)~

\
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&
@ [J
: &~
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