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QUESTION 1

A technician is troubleshooting authentication issues on a server. It turns out the clock on the server was 72 minutes
behind. Setting the clock to the correct time fixed the issue. Given the scenario, which of the following authentication
methods was being used?

A. Kerberos

B. CHAP

C. TACACS+

D. RADIUS

Correct Answer: A

Kerberos is a distributed authentication service that allows a process (a client) running on behalf of a principal (a user)
to prove its identity to a verifier (an application server, or just server) without sending data across the network that might

allow an attacker or the verifier to subsequently impersonate the principal. Kerberos optionally provides integrity and
confidentiality for data sent between the client and server.

QUESTION 2

Two workstations are unable to communicate on the network despite having known good cables. When one device is
unplugged from the network the other device functions properly. Which of the following could be the cause of this
failure?

A. Duplicate IP address

B. Incorrect subnet mask

C. Incorrect gateway

D. Wrong DNS

Correct Answer: A

QUESTION 3

Joe, a network technician, is implementing a wireless network and needs to support legacy devices. He has selected to
use WPA mixed mode. WPA mixed mode is normally implemented with which of the following encryption factors?
(Select TWO).

A. SSH

B. 3DES

C. AES

D. SSL
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E. TLS
F. TKIP

Correct Answer: CF

QUESTION 4

A network administrator is considering implementation of network access restrictions based upon layer two addressing
information. Which of the following describes this method of network restrictions?

A. MAC filtering
B. Port filtering
C. IP filtering

D. ACL filtering

Correct Answer: A

QUESTION 5

Which of the following is a fiber connector that is slightly smaller than a standard copper network cable connector?
A. BNC

B. GBIC

C. MT-RJ

D. SC

Correct Answer: C
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