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QUESTION 1

You work as the Network Administrator for a defense contractor. Your company works with sensitive materials and all IT
personnel have at least a secret level clearance. You are still concerned that one individual could perhaps compromise
the network (intentionally or unintentionally) by setting up improper or unauthorized remote access. What is the best
way to avoid this problem?

A. Implement separation of duties.

B. Implement RBAC.

C. Implement three way authentication.

D. Implement least privileges.

Correct Answer: A

QUESTION 2

Which of the following plans provides procedures for recovering business operations immediately following a disaster?
A. Disaster recovery plan

B. Business continuity plan

C. Continuity of operation plan

D. Business recovery plan

Correct Answer: D

QUESTION 3

You are responsible for network and information security at a metropolitan police station. The most important concern is
that unauthorized parties are not able to access data. What is this called?

A. Availability

B. Encryption

C. Integrity

D. Confidentiality

Correct Answer: D

QUESTION 4

Which of the following is used to back up forensic evidences or data folders from the network or locally attached hard
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disk drives?

A. WinHex

B. Vedit

C. Device Seizure
D. FAR system

Correct Answer: D

QUESTION 5

Which of the following processes is a structured approach to transitioning individuals, teams, and organizations from a
current state to a desired future state?

A. Risk management

B. Configuration management
C. Change management

D. Procurement management

Correct Answer: C
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