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QUESTION 1

Which of the following statements is related with the first law of OPSEC? 

A. If you are not protecting it (the critical and sensitive information), the adversary wins! 

B. If you don\\'t know what to protect, how do you know you are protecting it? 

C. If you don\\'t know about your security resources you could not protect your network. 

D. If you don\\'t know the threat, how do you know what to protect? 

Correct Answer: D 

 

QUESTION 2

Which of the following protocols is used with a tunneling protocol to provide security? 

A. FTP 

B. IPX/SPX 

C. IPSec 

D. EAP 

Correct Answer: C 

 

QUESTION 3

Which of the following is the default port for Simple Network Management Protocol (SNMP)? 

A. TCP port 80 

B. TCP port 25 

C. UDP port 161 

D. TCP port 110 

Correct Answer: C 

 

QUESTION 4

You work as a security manager for SoftTech Inc. You are conducting a security awareness campaign for your
employees. Which of the following ideas will you consider the best when conducting a security awareness campaign? 

A. Target system administrators and the help desk. 
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B. Provide technical details on exploits. 

C. Provide customized messages for different groups. 

D. Target senior managers and business process owners. 

Correct Answer: C 

 

QUESTION 5

Which of the following plans is designed to protect critical business processes from natural or man-made failures or
disasters and the resultant loss of capital due to the unavailability of normal business processes? 

A. Business continuity plan 

B. Crisis communication plan 

C. Contingency plan 

D. Disaster recovery plan 

Correct Answer: A 
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