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QUESTION 1

Drag and drop the various SSE-CMM levels at the appropriate places. 

Select and Place: 

Correct Answer: 
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QUESTION 2

Mark works as a security manager for SoftTech Inc. He is involved in the BIA phase to create a document to be used to
help understand what impact a disruptive event would have on the business. The impact might be financial or
operational. Which of the following are the objectives related to the above phase in which Mark is involved? Each
correct answer represents a part of the solution. Choose three. 

A. Resource requirements identification 

B. Criticality prioritization 

C. Down-time estimation 

D. Performing vulnerability assessment 

Correct Answer: ABC 

 

QUESTION 3

NIST Special Publication 800-50 is a security awareness program. It is designed for those people who are currently
working in the information technology field and want information on security policies. Which of the following are some of
its critical steps? Each correct answer represents a complete solution. Choose two. 

A. Awareness and Training Material Effectiveness 

B. Awareness and Training Material Development 

C. Awareness and Training Material Implementation 

D. Awareness and Training Program Design 

Correct Answer: BD 

 

QUESTION 4

You work as a Senior Marketing Manger for Umbrella Inc. You find out that some of the software applications on the
systems were malfunctioning and also you were not able to access your remote desktop session. You suspected that
some malicious attack was performed on the network of the company. You immediately called the incident response
team to handle the situation who enquired the Network Administrator to acquire all relevant information regarding the
malfunctioning. The Network Administrator informed the incident response team that he was reviewing the security of
the network which caused all these problems. Incident response team announced that this was a controlled event not an
incident. Which of the following steps of an incident handling process was performed by the incident response team? 

A. Containment 

B. Eradication 

C. Preparation 

D. Identification 
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Correct Answer: D 

 

QUESTION 5

Which of the following statements about system hardening are true? Each correct answer represents a complete
solution. Choose two. 

A. It can be achieved by installing service packs and security updates on a regular basis. 

B. It is used for securing the computer hardware. 

C. It can be achieved by locking the computer room. 

D. It is used for securing an operating system. 

Correct Answer: AD 
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