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QUESTION 1

Which of the following terms refers to a mechanism which proves that the sender really sent a particular message? 

A. Integrity 

B. Confidentiality 

C. Authentication 

D. Non-repudiation 

Correct Answer: D 

 

QUESTION 2

SSH is a network protocol that allows data to be exchanged between two networks using a secure channel. Which of
the following encryption algorithms can be used by the SSH protocol? Each correct answer represents a complete
solution. Choose all that apply. 

A. Blowfish 

B. DES 

C. IDEA 

D. RC4 

Correct Answer: ABC 

 

QUESTION 3

You work as a Network Administrator for Blue Bell Inc. The company has a TCP-based network. The company has two
offices in different cities. The company wants to connect the two offices by using a public network. You decide to
configure a virtual private network (VPN) between the offices. Which of the following protocols is used by VPN for
tunneling? 

A. L2TP 

B. HTTPS 

C. SSL 

D. IPSec 

Correct Answer: A 

 

QUESTION 4
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Which of the following keys are included in a certificate revocation list (CRL) of a public key infrastructure (PKI)? Each
correct answer represents a complete solution. Choose two. 

A. A foreign key 

B. A private key 

C. A public key 

D. A primary key 

Correct Answer: BC 

 

QUESTION 5

Which of the following cables provides maximum security against electronic eavesdropping on a network? 

A. Fibre optic cable 

B. STP cable 

C. UTP cable 

D. NTP cable 

Correct Answer: A 
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