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QUESTION 1

Which of the following are the countermeasures against a man-in-the-middle attack? Each correct answer represents a
complete solution. Choose all that apply.

A. Using public key infrastructure authentication.
B. Using basic authentication.

C. Using Secret keys for authentication.

D. Using Off-channel verification.

Correct Answer: ACD

QUESTION 2

Which of the following life cycle modeling activities establishes service relationships and message exchange paths?
A. Service-oriented logical design modeling

B. Service-oriented conceptual architecture modeling

C. Service-oriented discovery and analysis modeling

D. Service-oriented business integration modeling

Correct Answer: A

QUESTION 3

Which of the following protocols provides certificate-based authentication for virtual private networks (VPNs)?
A. PPTP

B. SMTP

C. HTTPS

D. L2TP

Correct Answer: D

QUESTION 4

You work as a Network Administrator for NetTech Inc. You want to have secure communication on the company\\'s
intranet. You decide to use public key and private key pairs. What will you implement to accomplish this?

A. Microsoft Internet Information Server (IIS)
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B. VPN
C. FTP server
D. Certificate server

Correct Answer: D

QUESTION 5

Which of the following backup types backs up files that have been added and all data that have been modified since the
most recent backup was performed?

A. Differential backup
B. Incremental backup
C. Daily backup

D. Full backup

Correct Answer: B
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