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QUESTION 1

Which of the following is a preventive security measure? 

A. Installing logging and monitoring software 

B. Shutting down the Internet connection after an attack 

C. Storing sensitive information in a data save 

Correct Answer: C 

 

QUESTION 2

What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 3

In the event of an Information security incident, system users\\' roles and responsibilities are to be observed, except: 

A. Report suspected or known incidents upon discovery through the Servicedesk 

B. Preserve evidence if necessary 

C. Cooperate with investigative personnel during investigation if needed 

D. Make the information security incident details known to all employees 

Correct Answer: D 

 

QUESTION 4

A planning process that introduced the concept of planning as a cycle that forms the basis for continuous improvement
is called: 

A. time based planning. 

B. plan, do, check, act. 
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C. planning for continuous improvement. 

D. RACI Matrix 

Correct Answer: B 

 

QUESTION 5

A hacker gains access to a webserver and can view a file on the server containing credit card numbers. Which of the
Confidentiality, Integrity, Availability (CIA) principles of the credit card file are violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Compliance 

Correct Answer: B 
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