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QUESTION 1

An employee caught temporarily storing an MP3 file in his workstation will not receive an IR. 

A. True B. False 

Correct Answer: B 

 

QUESTION 2

What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 3

Phishing is what type of Information Security Incident? 

A. Private Incidents 

B. Cracker/Hacker Attacks 

C. Technical Vulnerabilities 

D. Legal Incidents 

Correct Answer: B 

 

QUESTION 4

Which of the following is a preventive security measure? 

A. Installing logging and monitoring software 

B. Shutting down the Internet connection after an attack 

C. Storing sensitive information in a data save 

Correct Answer: C 
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QUESTION 5

Which is not a requirement of HR prior to hiring? 

A. Undergo background verification 

B. Applicant must complete pre-employment documentation requirements 

C. Must undergo Awareness training on information security. 

D. Must successfully pass Background Investigation 

Correct Answer: C 
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