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QUESTION 1

What sort of security does a Public Key Infrastructure (PKI) offer? 

A. It provides digital certificates that can be used to digitally sign documents. Such signatures irrefutably determine from
whom a document was sent. 

B. Having a PKI shows customers that a web-based business is secure. 

C. By providing agreements, procedures and an organization structure, a PKI defines which person or which system
belongs to which specific public key. 

D. A PKI ensures that backups of company data are made on a regular basis. 

Correct Answer: D 

 

QUESTION 2

What is the greatest risk for an organization if no information security policy has been defined? 

A. If everyone works with the same account, it is impossible to find out who worked on what. 

B. Information security activities are carried out by only a few people. 

C. Too many measures are implemented. 

D. It is not possible for an organization to implement information security in a consistent manner. 

Correct Answer: D 

 

QUESTION 3

Midwest Insurance grades the monthly report of all claimed losses per insured as confidential. What is accomplished if
all other reports from this insurance office are also assigned the appropriate grading? 

A. The costs for automating are easier to charge to the responsible departments. 

B. A determination can be made as to which report should be printed first and which ones can wait a little longer. 

C. Everyone can easily see how sensitive the reports\\' contents are by consulting the grading label. 

D. Reports can be developed more easily and with fewer errors. 

Correct Answer: C 

 

QUESTION 4

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this? 
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A. A code of conduct helps to prevent the misuse of IT facilities. 

B. A code of conduct is a legal obligation that organizations have to meet. 

C. A code of conduct prevents a virus outbreak. 

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities. 

Correct Answer: A 

 

QUESTION 5

Select the controls that correspond to the domain "9. ACCESS CONTROL" of ISO / 27002 (Choose three) 

A. Restriction of access to information 

B. Return of assets 

C. Management of access rights with special privileges 

D. Withdrawal or adaptation of access rights 

Correct Answer: ABD 
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