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QUESTION 1

What does the Information Security Policy describe?

A. how the InfoSec-objectives will be reached

B. which InfoSec-controls have been selected and taken

C. what the implementation-planning of the information security management system is
D. which Information Security-procedures are selected

Correct Answer: A

QUESTION 2

What are the data protection principles set out in the GDPR?

A. Purpose limitation, proportionality, availability, data minimisation

B. Purpose limitation, proportionality, data minimisation, transparency
C. Target group, proportionality, transparency, data minimisation

D. Purpose limitation, pudicity, transparency, data minimisation

Correct Answer: B

QUESTION 3

Select the controls that correspond to thedomain "9. ACCESS CONTROL" of ISO / 27002 (Choose three)
A. Restriction of access to information

B. Return of assets

C. Management of access rights with special privileges

D. Withdrawal or adaptation of access rights

Correct Answer: ABD

QUESTION 4
What is the ISO / IEC 27002 standard?

A. Itis a guide of good practices that describes the controlobjectives and recommended controls regarding information
security.
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B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001

C. Itis a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001.

Correct Answer: A

QUESTION 5

It is allowed that employees and contractors are provided with an anonymous reporting channel to report violations of
information security policies or procedures ("whistle blowing™)

A. True
B. False

Correct Answer: A
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